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Abstract---In traditional Internet of Things (IoT) ecosystems, fog
devices transmit data from sensors to a centralized cloud server.
Issues with security and upkeep while updating firmware for millions
of smart devices, single points of failure, as well as third-party Cloud
server administration, the difficulty of frequently updating the
firmware on millions of smart devices presents security and
maintenance issues as well as a bottleneck in information flows, all
raise privacy concerns. Blockchain technology eliminates the need for
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trusted third parties while also preventing single points of failure and
other issues. As a result, academics are looking into the usage of
blockchain in the IoT space. The most recent state-of-the-art
developments in blockchain for IoT, blockchain for Cloud, blockchain
for eHealth, smart cities, transportation, and other programmes are
examined in this article.

Keywords---Blockchain technology, Cloud Data Security, Fog
computing, Internet of Things.

Introduction

Academics, researchers, and businesses are all fascinated with the Internet of
Things (IoT) way to its potential to provide revolutionary offerings throughout
numerous programs. Because of its potential to give revolutionary offers across a
variety of programmes, academics, researchers, and businesspeople are all
interested in the Internet of Things (IoT). IoT has risen in importance, potential,
and along with the advent of smart homes, smart cities, and other smart things;
by 2020, it's predicted that there will be more than 50 billion connected gadgets.
Many network technologies have been promoted in the literature as key
components for the longer-term Internet of Things, such as Machine-to-Machine
(M2M), Wireless Sensor Networks (WSNs), and Cyber-Physical Systems (CPS). As
a result, with the standard IP community protocol, security concerns concerning
WSN, M2M, or CPS develop in IoT, the need for comprehensive community
security protection against security threats.

Criminal assaults, on the other hand, might stymie IoT solutions while also
jeopardizing data security, user privacy, and network secrecy. However,
blockchain, which was initially successfully deployed in cryptocurrencies, has the
potential to be an extremely stable and for IoT applications, a privacy-preserving
platform is available. This is shown in figurel.Blockchain is the technology that
gives a steady manner to keep and manner statistics throughout a massive range
of network participants. It's a decentralized tamper-proof, transactional database
that enables central storage and sharing of massive amounts of data. In the
present situation, an IoT system may bottleneck because of massive volumes of
data from several IoT devices, which would lead to subpar service quality (QoS).
Single factor of failure is a phrase that describes an issue with a machine that
can interrupt the whole community from going for walks if it crashes. That's
unwanted in any machine for attaining excessive availability and reliability book
The Machine Whisperer. The peer-to-peer (P2P) structure of the blockchain
appears to be a viable a solution to single point of failure and a bottleneck
concerns.
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Blockchain can remove a Internet of Things single point of failure and provide a
reliable and efficient way to preserve and manage IoT records. Furthermore, the
blockchain age has emerged as a critical treatment for reducing have faith in
traditional government or, to put it more broadly, online intermediaries, because
blockchain is supposed to do away with the necessity for trust between parties.
In the blockchain era, members are more hesitant to accept the authority of a
technological mechanism than they are to believe the authority of a
centralizedorganization that may appear to have a bad reputation. Filippi et al.
taken into account the fact that blockchain-based totally structures are
supposed to instil faith in a selected machine, now no longer via way of means of
absolutely doing away with believe, however instead by maximizing the degree of
self belief among members as a way of in a roundabout way decreasing the want
for believe. Blockchain lets in a circle of believe among unbiased events who do
now no longer conform to trust solely on an outsider source of information.
Technical solutions, in particular open-source applications, showing how the
code of a particular piece of software can available to a certain level, make self-
confidence or belief more easily carried out, the feasible final results may be
greater easily anticipated theoretically. As a result, the software programme
code's predictability improves, the more thought inside the machine, the less
faith in the technical machine's builders or operators is required. Evidence of
Work , a miner without utilising any monetary organisation or centralised
authority. As a result, members of the Bitcoin community will produce a positive
quantity of latest Bitcoins at the chosen rate (one block according to 10 min). No
person can fake to be depended on, nor can a celebration be faked to make it
seem like someone else is celebrating the event. Therefore, members of the
community must trust that no person desires to be dependant on another
person, and vice versa. This paper consciousness on rising protection technology
which might be promising to offer protection for IoT programs withinside the
(near) destiny. Cloud garage and blockchain technology offer secured disbursed
databases for obvious and verifiable deployment, tool management. Post
quantum cryptography gives equipment to steady gadgets towards destiny
quantum assailants. By tackling related optimization tasks, evolutionary
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algorithms are utilized to find answers to difficult security problems. According
to the US Department of Homeland Security, the improvement of synthetic
intelligence that controls the security of our IoT systems, including gadgets,
data, pauses, and other things is linked to evolutionary processes, repairs
devices in the case of a cyber-attack or other such incident.

Literature Survey

We asked people to fill out a survey, cognizance based on safety of IoT gadgets,
merchandise, and technology. [oT gadgets have turn out to be one of the
maximum not unusual place assault objectives for cybercriminals. A
unexpectedly growing quantity of IoT gadgets acerbates those troubles even
similarly. Between 2019 and 2030, it is predicted that by the year 2020, there will
be 24.1 billion IoT-connected devices worldwide. These gadgets are designed to
create hybrid networks that draw inspiration from the Internet of Things (IoT),
smart grids, sensor networks, and other ideas.Because IoT devices must contend
with issues such as low power, low potential, and limited performance, the
authors of advocate for collaboration between IoT and cloud computing. The use
of IoT devices in conjunction with cloud computing technology can lead to more
efficient goods. In the idea of the Internet of cloud is mentioned. Procedures that
are used in the past to the IoT cannot fulfill each needs of low value and
simplicity; rather they have to balance the needs of high value and complexity.
However, the cloud affords an answer with the capacity to fulfill each needs.
Cloud computing can provide the IoT with an infinite supply of computing power,
without problems on hand through the Internet, with higher resilience, and at a
decrease value. Security is impacted by the convergence of cloud and IoT, as well
as how devices interact with each other IoT adopting cloud computing has
additionally delivered new safety demanding situations.

The safety components of IoT and cloud computing have been discussed in
greater detail in more than one of the more recent articles.Some of the brand new
and thrilling demanding situations on this vicinity are highlighted. Using cloud
computing and the Internet of Things (IoT) together briefly discussed, with an
emphasis on the security challenges that each technology faces. Despite the fact
that cloud security is a well-known concern, combination of the cloud with the
Internet of Things adds to the privacy and data security problems. Mobile cloud
computing integrates the cloud computing era with mobile devices to improve
processing power, memory, storage, strength, and situational awareness. They
additionally join those regions with any other era, known as Mobile Cloud
Computing (MCC). According to the principle safety troubles are an old OS and
susceptible passwords and safety has now no longer usually been taken into
consideration in product design, because of the concept of networking home
equipment and different gadgets being exceptionally new. Embedded operating
systems and software for IoT devices are frequently outdated and unpatched.
Customers also commonly fail to modify the smart device's default password, or
if they already do, they do not employ passwords that are sufficiently secure. IoT
and cloud infrastructure security is becoming increasingly intertwined. According
to the initial Internet of Things botnet was found in December 2013, With more
than 25% of the botnet made up of non-PC gadgets like smart TVs, baby
monitors, and other household appliances. Because there are so many various
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technologies and systems in use in the IoT, it's challenging to create a unified
safety policy.

Some gadgets in the Internet of Things (IoT) may no longer have enough
computing potential and/or reminiscence for enforcing safety precautions. IoT
gadgets are regularly powered via way of means of batteries with restricted
potential and need to be shop strength. [oT gadgets are regularly powered via way
of means of batteries with restricted potential and need to shop strength.
Securing an IoT tool in opposition to a few kinds of assaults reasons massive will
increase in strength consumption; therefore, it's far critical to first pick out
feasible threats after which put into effect suitable countermeasures for the
unique structure of the advanced IoT system.

Data Security using Block Chain

This section digs into the intricacies of blockchain technology as well as the
challenges that occur when blockchain and IoT are combined (Internet of Things).
The fundamentals of blockchain technology are as follows: furnished and
accompanied through an element description of every factor, the goals of
integrating blockchain technology with IoT defined and a few limitations set out in
the definition of the term 'blockchain'. Wireless sensor networks can be used to
build an eHealth framework, and in addition to Internet of Things, Cloud of
Things, and blockchain generation, the study covered in this newsletter included
smart houses. The Internet of Things (IoT), the Cloud of Things, and blockchain
technologies are defined reviewing present studies from various domain names
that included the technology cited above.

Basics of Block Chain Evolution

The generation of the Bitcoin cryptocurrency that Satoshi Nakamoto created in
2009, is known as blockchain. It is primarily described as the generation that
underpins the 2009 invention of Satoshi Nakamoto's digital currency Bitcoin. This
is shown in fig2. It is typically described as a decentralised, transparent, and
trusted account on a P2P network. A transaction is the smallest unit of data on
the blockchain, and positive numbers are grouped together to form a block, or
chain. All the blocks that were shown are used to establish a decentralised
blockchain ledger. A block in the allotted ledger is connected to a previously
validated block using the cryptographic hash code. This next generation has
already been thoroughly investigated in order to create a number of programmes
outside virtual currency. Every player on a P2P community can confirm the
attitude of different members withinside the community, in addition to make,
confirm and approve a brand new transaction. This architecture offers secure and
environmentally friendly blockchain processes having the added benefit of tamper
resistance, additionally lowering the dangers of a single point of failure. Everyone
has access to the blockchain ledger members however nonetheless now no longer
regulated through any community authorities. The consensus mechanism is the
procedure for synchronising the decentralised ledger across all blockchain nodes.
This precept is completed through implementing strict policies and mutual
settlement many of the community nodes, that is characterized because of the
consensus mechanism in Bitcoin.
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Description of the Blockchain Technology

There are numerous research articles available are divided blockchain technology
into distinct tiers. The phase denotes the five layers that make up a blockchain
generation, as well as study on the immutability, security, and integrity of the
blockchain.

Objectives of blockchain technology in IoT

Blockchain technology's introduction has ushered in a new era of innovation
offered a number of benefits to a variety of sectors in trustless situations[15],
fifteen and delineated below Blockchain could be a viable method for identifying
bottleneck and single-point failure concerns in the Internet of Things (IoT)
industry. By doing so, it might be possible to do away with the requirement for an
IoT network's dependable third party. Even if a few nodes go offline, the network's
supply or security are not jeopardised. The failure of a node has no impact on the
blockchain and IoT network's operation, moreover, the system is extremely
resistant to both technological and malevolent attacks. Blockchain's peer-to-peer
architecture grants all network users genuine validation privileges, allowing them
to predict the accuracy of IoT data and guaranteeing immutability as shown in
fig3. On the other hand, several ancient knowledgebase trust one or with a large
number of servers, they're more vulnerable to cyber-attacks and technological
failures. Enhanced Security: Compared to earlier record-keeping systems,
blockchain is more reliable and secure in a number of ways. Instead of being held
on a single server, transactions are logged over a network of computers, which
prevents hackers from gaining access to transaction data. The use of PKI
(private/public key infrastructure) is the most crucial component of security in
blockchains. Asymmetrical cryptography is used to safeguard transactions
between participants. Because these keys are generated using random integers
and strings, a private key cannot be mathematically derived from its public key.
Customers will have secure access control thanks to blockchain and IoT, which
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will automatically authorise all IoT device actions.. This protects sensitive data
from completely different applications as well as money services, government, and
aid. It also has the potential to rework, although advice is offered to prevent fraud
and bootlegging in any industry. Users can set access criteria for self-executing
sensible contracts on the blockchain, ensuring privacy and non-public knowledge
ownership. Additionally, smart contract services give consumers access to data
sources, enabling owners of data to regulate the sharing of their data on
blockchains. Improved traceability: In different systems, merchandise listed
during a convoluted offer chain can't be duplicated back to its original purpose as
quickly. Victimization smart contract-based authorisation can be used to verify
and disable malicious access. Historical data transactions in blockchain will help
ensure they are legitimate. A patient's prior medical data, which are essential to
their care, can also be stored and tracked via the blockchain. Transparency:
Blockchain might be a sort of distributed network within a regular network where
all users share the same documents as essential individual copies. Because all or
any network users may see the blockchain transaction histories they have far
greater transparency and can be tampered with at any time. It suggests that of a
consensus, that means that everybody must agree. To put it another way, the
identical copy of blockchain knowledge is disseminated throughout a broad public
validation network. As a result, all blockchain users will be affected have truthful
rights to link, verify, and follow trading actions across the network. To change one
transaction record, all following records must also be changed, necessitating
network-wide collusion. As a result, information saved on a blockchain is
significantly more accurate, reliable, and transparent than information
maintained on a traditional network. This transparency also helps to ensure the
integrity of blockchain-based systems by lowering the possibility of unauthorised
data alterations. Knowledge Storage solutions on the blockchain are particularly
cost-effective for securing I[oT data from tampering due to blockchain's
immutability and trustworthiness. Blockchain keeps track of data transfers and
events in a way that guarantees authenticity and preserves integrity via
immutable hash chains. In essence, the blockchain, on the other hand, allows
customers to protect their computers and intellectual property while keeping
track of network transactions. Reduced worth: One of the most common goals for
many firms is to reduce costs. The necessity for third parties or middlemen is
eliminated, as is the cost of preparing infrastructure for public blockchain, which
may lower the value of operating company. Blockchain eliminates the need for
middlemen or third parties, as well as the expense of infrastructure preparation
for public blockchain, which may reduce the value of operational business. (For
example, in the Ethereum blockchain, Gas). On the blockchain, there is no such
thing as immutability, dealing knowledge is unchangeable throughout time.
Technically, when a transaction is reviewed because of the blockchain network, it
is timestamped and using a hashing process, they are arranged into a
cryptographically safe block. Hash techniques connect blocks to form a chain.
The previous block's hash value is maintained indefinitely in one field in the
header of a new block, making the chain powerfully immutable. When the block
data is genuine and recorded inthe blockchain, it can't be modified, edited, or
erased in this way. Any attempts to alter or modify transactions will be met with
the cryptological link between succeeding blocks. Any modifications that occur
during the course of a transaction will be clearly visible.
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A centralised server, typically a cloud server, thanks to the Internet of Things
(IoT), which connects people, things, and goods, gets data through embedded
microprocessors, sensors, and actuators. IoT analytics tools use data from IoT
devices to create concepts, observe Contribute to innovative services and business
processes. However, the IoT scheme's security and privacy are major factors that
have hampered its development on a larger scale. Security issues, such as DDOS,
Ransom ware, and malicious assaults, are common in IoT networks DDoS is a
sort of attack in which a target, a central server, for example, is inundated with
synchronic information requests from a large number of infected computers,
resulting in network users being denied service. Furthermore, as the quantity of
gadgets that need to be authenticated, approved, and connected to an IoT
network grows, existing centralised systems will face a bottleneck problem when
adding new nodes to the network by authenticating, approving, and joining them
to the network. As a result of the proposed solutions to the aforementioned IoT
challenges, blockchain, often referred to as DTL, has shown, as a game-changing
technology that will likely address a range of IoT security and privacy issues, and
quantifiability issues. The blockchain's distributed ledger might be tamper-
resistant, removing the need for trust between the people concerned Smart cities,
smart infrastructure, smart grids, smart transportation, smart homes, and smart
healthcare systems are all examples of IoT applications. The preparation of
blockchain in the IoT domain has resulted in the creation of BCIoT, a substitute
blockchain domain for IoT. No single entity is in charge of the massive amounts of
information produced by IoT devices under the BCIloT paradigm. In addition,
blockchain technology allows parties to keep track of previous transactions. As a
result, data leakage is rapidly recognized and repaired. Because IoT ASCII text
files are held on by web third parties and telecommunications carriers, ensuring
integrity has become a critical analysis issue in IoT applications, resulting in a
lack of confidence among users. A variety of factors influence the utility of
blockchain in an IoT network:
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(1) If an Internet of Things (IoT) application intends to create a decentralised Peer-
to-Peer environment, blockchain will provide a solution to the privacy and
security concerns.

(2) Blockchain may provide a viable and safe solution for an IoT application that
wants to retain a payment method for its offered services without relying on third-
party management.

(3) One of the most effective options could be the blockchain. for IoT applications
that require logs and traceability of ordered transactions.

When creating an IoT device architecture that works with a blockchain ledger,
however, there are some significant challenges to solve.

(1) Managing the large volumes of data collected by various IoT devices on-chain
is one of the main issues with combining blockchain with IoT. Furthermore, when
processing group operations, the blockchain is likely to experience slower speeds
or higher latency.

(2) Another important consideration is maintaining network privacy and
transaction confidentiality: in a public blockchain, transaction history anonymity
cannot be guaranteed. By analysing transaction patterns, attackers will be able to
identify the identities of people or devices.

Blockchain and Cloud

In order to streamline data collection and provide users with quality of service
(QoS), an important number of Electronic Medical Records (EMRs) are being
produced and traded between people and healthcare organizations as digital
healthcare usage increases. Cloud computing, , specifically, offers strong health
data sharing services, such as the processing of Electronic Health Records (EHRs)
patients use mobile devices to access data stored on cloud servers. [oT paired
with Cloud computing allows for on-demand treatment, saves medical costs, and
improves customer satisfaction. On the other hand, information sharing in the
Cloud is at danger due to the possibility of hostile assaults and a dearth of
confidence between cloud storage providers, cloud suppliers, and users. This
compromises the network and endangers the medical service, and it also causes
major data leakage. The problems that have been raised in Cloud ecosystems
while transmitting health data will be addressed by blockchain technology, which
has great immutability, stability, and trust worthiness alternatives. Blockchain, in
particular strong blockchain contracts, can improve safe data transmission in
Cloud IoT-enabled support networks, where blockchain and the cloud are key
players in regulating user access and data sharing, can change the prominence
and authenticity of any record on the blockchain, providing safety and defense for
unreliable aid settings as shown in fig 4. Blockchain models encourage patients
and healthcare institutions should work together to defend data security and
privacy. The inclusion cloud computing and blockchain technology will vastly
increase the security of cloud eHealth storage services.
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Fig 4: Blockchain and Cloud

Under blockchain governance, using cloud storage, peers in a peer-to-peer
network. Several researchers recommend encrypting health data and keeping it in
traditional Cloud storage while also putting the data's produced hash code on the
blockchain, it enables knowledge traceability and promptly recognizes the hazards
of cloud data sterilization. Health care services will be specialized, incredibly
trustworthy, and productive thanks to blockchain. Clinical services include health
monitoring, patient diagnosis, and evaluation of medical interventions, could be
reworked with blockchain. As a result, implementing blockchain models in the
healthcare business has the potential to improve patient service while also
ensuring system security.

Conclusion

To address security and privacy concerns, this paper combined IoT, Cloud
computing, and blockchain technology. Despite this, there are a number of
technological and security challenges with the IoT that have yet to be resolved.
Several issues in enterprise blockchain technology within the IoT area are covered
in this review paper, as well as how they are being solved. To analyze the merits
and limits of existing blockchain and IoT articles, a range of criteria are used to
assess them.
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