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Abstract---Background: The globalization of pharmaceutical supply 

chains has exposed significant vulnerabilities, enabling counterfeit 

medications to infiltrate the market. These counterfeit drugs not only 
fail to aid in the recovery of patients but also pose serious health risks 

due to their inferior quality. The World Health Organization (WHO) 

reports that in developing nations, approximately 10% of medications 
consumed by patients are counterfeit. This alarming statistic, coupled 

with the estimated annual loss of over $200 billion faced by US 

pharmaceutical companies, underscores the urgent need for an 
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effective monitoring solution to safeguard against counterfeiting. Aim 

of Work: The primary aim of this study is to develop a robust drug 

supply chain management and recommendation system (DSCMR) that 

leverages blockchain technology and machine learning to ensure the 
integrity of medications throughout the supply chain while providing 

consumers with effective medication recommendations. Methods: The 

proposed DSCMR comprises two main modules: Blockchain-Based 
Drug Supply Chain Management: This module uses Hyperledger 

Fabric to create a secure and transparent system for monitoring and 

tracing the delivery of medications through the supply chain. This 
technology ensures that all transactions are recorded and verifiable, 

enhancing trust in the pharmaceutical process. Machine Learning-

Based Medicine Recommendation System: This module employs N-
gram and LightGBM models to analyze data from a well-known drug 

evaluation dataset available in the UCI machine learning repository. 

The machine learning model recommends the highest-rated or most 

effective medications to consumers based on this analysis. The 
integration of this module into the blockchain system is achieved 

through a REST API. Results: Extensive testing was performed to 

evaluate the effectiveness and usability of the proposed system. The 
results demonstrate that the blockchain component significantly 

enhances the traceability and security of the drug supply chain, while 

the machine learning module successfully provides accurate 
medication recommendations, improving patient outcomes and user 

experience. Conclusion: The integration of blockchain technology with 

machine learning offers a promising solution to counter the pervasive 
issue of counterfeit medications in the pharmaceutical industry. By 

ensuring transparent tracking and accurate recommendations, the 

DSCMR system can potentially transform drug supply chain 

management and enhance patient safety and satisfaction. 

 

Keywords---Blockchain, Machine Learning, Drug Supply Chain, 

Healthcare, Hyperledger Fabric. 
 

 

Introduction  
 

The presence of counterfeit medications poses a significant and formidable 

obstacle for the global pharmaceutical business. One difficulty that emerges is: 
what is the definition of a counterfeit drug? As to the World Health Organization 

(WHO), a medicine that is produced deceitfully, mislabeled, of inferior quality, 

concealing its origin or identity, and not adhering to established standards is 

classified as fake or counterfeit [1]. According to the study conducted by the 
World Health Organization (WHO), in developing nations, 1 out of every 10 drugs 

used by consumers is counterfeit and of poor quality [2]. The assertion made by 

the World Health Organization (WHO) may not be flawless or comprehensive due 
to the lack of precise estimations or information about counterfeit 

pharmaceuticals. The use of this substandard and non-conventional medication 

yields adverse consequences and has the potential to elevate mortality rates. 
Counterfeit pharmaceuticals may have some authentic components; however, the 
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quantity of these components is not appropriate and may be either insufficient or 

excessive. Additionally, they may contain harmful contaminants that are 
introduced during the manufacturing process. Consequently, the use of 

counterfeit drugs may lead to severe health complications in humans.  

 
Occasionally, counterfeit medication manufacturers use the emblem of a well-

known and respected pharmaceutical business to facilitate the smooth entry of 

their products into the market, bypassing obstacles. Hence, these medications 

have a significant impact on the sales of widely used and costly prescriptions 
such as antibiotics, cancer treatments, opioids, and various cardiac medications. 

Additionally, they are associated with many adverse effects and may lead to more 

severe health problems. As previously stated, around 10-15% of pharmaceuticals 
globally are counterfeit. However, in underdeveloped nations, the prevalence of 

counterfeit drugs is higher, reaching over 30%. The yearly mortality rate caused 

by malaria is around 0.7 million, with counterfeit medications accounting for over 
0.2 million of those fatalities [3]. As you are aware, the growing use of technology 

also facilitates the proliferation of counterfeit pharmaceuticals in the market. As 

technology advances, the proliferation of counterfeit pharmaceuticals is likewise 
growing steadily. According to the FBI and International Anti-Counterfeiting 

Coalition (IACC), counterfeiting is a major criminal enterprise in the 21st century, 

and it is expanding fast with the introduction of new counterfeit pharmaceutical 

producers into the market [4,5]. 
 

Currently, every individual has the fundamental entitlement to access improved 

healthcare services. Due to the proliferation of new ailments, the market has seen 
a constant influx of pharmaceuticals, each with its own unique name and 

labeling. These drugs provide immediate relief to the sufferer from excruciating 

pain. The usage of these pharmaceuticals is associated with several drawbacks 
rather than benefits, since the legitimacy of the manufacturing organizations is 

unregistered or unknown, and they fail to adhere to the prescribed requirements. 

The World Health Organization (WHO) has recorded several fatalities in 
underdeveloped nations as a result of the use of counterfeit medications, with a 

significant proportion of these victims being youngsters [3,6]. According to the 

figures, US pharmaceutical businesses experience an annual revenue loss of 

around $200 billion owing to the presence of counterfeit pharmaceuticals [1]. 
While these treatments may not facilitate the patients' recovery from the sickness, 

they do possess several perilous side effects. These medications pose a significant 

risk to human health. The distribution of these counterfeit pharmaceuticals 
occurs via intricate networks, making it challenging to identify them.  

 

The United States dedicates around $3.2 trillion to the healthcare industry, with 
a quarter of this expenditure specifically allocated to the administration of a safe 

supply chain process [7,8]. There are limited expert opinions and suggestions to 

address and prevent issues with counterfeit drugs. These include implementing a 
secure and transparent process for drug delivery and supply chain, improving 

control and management of the drug market at the pharmacy, distributor, and 

hospital levels, and utilizing advanced technologies to consistently track drugs at 
every stage of the supply chain [9,10]. Based on the aforementioned 

considerations, it is crucial to prioritize safe medicine supply chain management 

in order to effectively address this problem. To prevent the circulation of 
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counterfeit pharmaceuticals, a highly efficient system is required to monitor and 

track the whole drug delivery process, starting from the supplier's raw materials 

to the manufacture, distribution, and ultimately reaching the pharmacy, clinics, 

and consumers. Moreover, Blockchain is the most recent advancement in 
computing that has the capability to manage the supply chain and trace the 

goods. The Blockchain has the ability to safeguard the supply chain process and 

effectively monitor the delivery [11,12]. 
 

Blockchain is an innovative technology that utilizes the consensus mechanism 

developed by Satoshi Nakamoto in 2008. Its primary purpose is to securely keep 
the transaction history of a popular cryptocurrency called Bitcoin [13]. The 

blockchain offers a sophisticated digital ledger software for storing data records 

and transaction logs in the form of organized blocks. In a more explicit manner, it 
is a database that is both secure and distributed. Each transaction's digital 

information, including its time, date, price, and the people involved, is kept in a 

block. The information is dispersed over the blockchain network, with several 

autonomous nodes participating in transaction validation without any knowledge 
or trust between them. Each block in the network has two hash codes: the 

preceding hash code and the current hash code. The previous hash code 

corresponds to the block that comes before, whereas the current hash code 
pertains to the block itself. Furthermore, in the event that any information inside 

a block is modified, it is essential to update all the corresponding information 

associated with that block. All the blocks inside the network are securely 
interconnected and safeguarded via transaction codes and cryptographic codes. 

Another crucial aspect is the implementation of robust mathematical techniques 

that empower miner nodes to verify these blocks without compromising the 
integrity of their own data. Once the validation process is complete, the blocks 

may be seamlessly incorporated into the blockchain network. The blockchain 

technology guarantees security and transparency, which is why it is implemented 

[14].  
 

The blockchain network is a growing sequence of several blocks that hold 

information in accordance with predefined criteria. Within the network, several 
miner nodes exist to append new blocks to the chain, hence facilitating 

transactions. These nodes function autonomously and adhere to a unified 

protocol. The blockchain network is a decentralized system that stores 
comprehensive data on transactions and participants, while also maintaining a 

complete record of historical information. The functionality of a blockchain 

network is categorized into three types: private, public, and consortium 
blockchain, accordingly. In permission-less or public blockchain networks, there 

is no administrative node responsible for monitoring and managing transactions. 

However, all miner nodes or participants have the ability to verify and 

authenticate transactions. The miner nodes may also participate in the consensus 
process, and consensus is achieved by validating the information among the 

nodes [16,17]. For instance, the networks of Ethereum and Bitcoin, among 

others. In the consortium blockchain network, the administration node is 
responsible for managing both the data and transactions. Administrators have the 

ability to manage data via the use of both public and private access. Certain data 

may be made publicly available, while other data is only accessible to select 
private parties in accordance with commercial agreements. These networks are 
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somewhat centralized and can handle both public and private data. For example, 

the Hyperledger Fabric platform, among others. In a private blockchain network, 
all the data and transactions recorded inside the network are exclusively 

accessible to authorized participants and not publicly available. The information 

and data are only shared with authorized members of the network. Only the 
admin node has the authority to add authorized members to the network, which 

has a similarity with the consortium network in one respect. For example, 

Hyperledger and multichain networks are mentioned in reference [18]. 

 
Blockchain technology is the optimal choice for managing and safeguarding the 

pharmaceutical medication supply chain. Several pharmaceutical businesses are 

now using blockchain technology in their supply chain management, while others 
are actively transitioning to blockchain owing to its wide range of capabilities 

[11,19]. Industries are interested in adopting blockchain technology because it 

offers a distributed and decentralized electronic ledger. This ledger allows all 
nodes in the network to see and verify transaction information. Additionally, the 

consensus method of the network enables it to keep only verified information in 

the repository and resolve the issue of duplicate transactions. In addition, the 
chance of network failure is very low due to the high number of working nodes 

that are over the failure threshold. Furthermore, the fault tolerance of the 

network is quite good. 

 
This publication presents the use of Hyperledger fabric, a blockchain technology, 

for the purpose of ensuring the security of medicine supply chain management. It 

has the ability to continuously monitor and trace the process of delivering drugs 
in order to address problems related to counterfeiting. The objective is to not only 

address the issue of safe medicine delivery, but also to provide the most 

appropriate medication to the consumers. In order to achieve this objective, we 
developed a recommendation system based on machine learning. The system was 

trained using a dataset of drug user evaluations that was acquired using web 

crawling.  
 

The dataset includes comments and ratings provided by customers depending on 

their illness state. In addition, the dataset is used to train machine learning 

models such as N-gram and LightGBM. These models are then used to provide 
recommendations for the most optimal and efficient pharmaceuticals to the 

system's users. The proposed system operates as follows: a novel drug supply 

chain system is created using blockchain technology. The participants in this 
system include suppliers, manufacturers, distributors, pharmacies, hospitals, 

and clinics. They utilize a blockchain network to store and share information 

related to drug delivery in a secure and efficient manner.  
 

The system offers a user-friendly web interface for managing and monitoring 

drug-related activities. In addition, we have used the Hyperledger composer REST 
API to provide communication between web apps and the blockchain network. 

The suggested method achieves the validation and authentication of transaction 

requests by establishing rules in the access control policy and history. This study 
utilizes Couch-DB as a storage solution for a substantial volume of transaction 

records. Couch-DB is the optimal choice for addressing the issue of data 

redundancy and ensuring that each node in the blockchain network has its own 
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dedicated storage. The end result allows users, such as patients, to trace the 

origin of the drug with authenticity. Another benefit of our system is its ability to 

use machine learning algorithms to suggest the most effective and highly-rated 

medications to system users. In addition, the machine learning module is 
seamlessly incorporated into the blockchain network, allowing members of the 

system to utilize both functionalities simultaneously. then, the models may also 

acquire knowledge from the comments and ratings submitted via the client web 
application, and then adjust the suggestion outcomes. 

 

Literature Review 

 

Blockchain is a groundbreaking technology that securely stores and transfers 

data in a transparent and resilient way. This is feasible as a result of the use of 
distributed ledger technology. The blockchain has the complete capacity to render 

any organization safe, efficient, transparent, and decentralized. Since the 

emergence of Bitcoin brought the blockchain into public attention, academics 

have been continuously working to expand the use of blockchain technology 
beyond financial domains [13]. Out of these non-financial sectors, the healthcare 

business has had a significant influence on the blockchain technology. The 

research on producing blockchain-assisted apps is very fresh and progressing 
quickly. Consequently, researchers in the healthcare business have been 

diligently striving to stay abreast of the latest developments in this area. We 

provide an overview of the present blockchain applications in the healthcare 
business, offering insight into the emerging area of blockchain technology and its 

potential for future growth in the healthcare sector [17,20]. 

 
Currently, blockchain applications have expanded beyond cryptocurrencies and 

are being used across other sectors such as agriculture, healthcare, finance, 

education, transportation, supply chain, and more [21-26]. In 2018, a 

blockchain-based system called agriBlockIoT was created for managing and 
tracing the supply chain in agriculture. This system has the capability to 

effectively oversee the whole supply chain of food goods and accurately track their 

origins. The AgriBlockIoT solution was created using two distinct blockchain 
network platforms: Hyperledger Fabrics and Ethereum. Additionally, both 

networks are being compared in terms of latency and transactions per second 

[27]. The system guarantees that data and information produced by various 
sensors are saved securely, in a way that cannot be changed, and is easily 

understood. In the same year, [28] integrated radio frequency identification (RFID) 

sensor technology and blockchain technology to establish an internal wood chain 
traceability system based on blockchain architecture. This system effectively 

traces information and wood quality, integrating relevant data into an online 

system. By utilizing blockchain technology, the system ensures secure storage of 

data information and transaction records through feature removal and distributed 
storage. 

 

In 2019, authors [29] proposed a food safety traceability system that utilizes 
blockchain technology and electronic product code (EPC). This system leverages 

the traceability, time stamping, and tamper resistance features of blockchain to 

accurately record valid data across the entire food supply chain. By enabling data 
sharing and specific tracking, it effectively detects and prevents food safety issues 
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by addressing concerns such as data tampering, trust in information interaction, 

and information leakage. In contrast to the previous focus on ensuring 
traceability of agricultural goods, this also applies to wood, food, and medicine. 

An imitation traceability system is necessary. In 2016, a quality traceability 

system for traditional Chinese medicine (TCM) was developed. This system is 
capable of monitoring and recording changes in external factors such as 

production and distribution processes, as well as the intrinsic quality of TCM, in 

a retrospective manner [30]. In 2018, a comparative study [31] suggested a 

system for collecting, storing, analyzing, and managing data in supply chains. 
This system aims to guarantee that diverse actors in the supply chain can 

effectively work together by promoting interoperability of various criteria. 

 
The traceability systems for medication have their benefits, but they cannot 

simultaneously achieve decentralized data storage. There are three essential 

criteria: informationization, the availability of complete and tamper-proof 
information, and the protection of information privacy. The decentralized and 

distributed storage qualities of blockchain technology provide distinct benefits for 

traceability systems, ensuring the dependability of data. The attributes of 
information transparency and absolute data integrity, together with the features 

of technological traceability and resistance to data tampering, may effectively 

address challenges in the supply chain such as counterfeiting and substandard 

products. Blockchain technology enables anti-tampering measures and time 
stamping of data. The features may serve as proof and provide accountability, 

facilitating the resolution of conflicts among different parties. In this research 

[26], a blockchain-assisted medicine traceability system is presented to address 
the issue of counterfeit drugs in the market by leveraging the technological 

benefits of blockchain and addressing the deficiencies of the existing medical anti-

counterfeiting traceability system. 
 

Blockchain networks are used to enhance the security of the healthcare business 

by developing electronic medical records (EMR) solutions. The features of 
blockchain, such as decentralization, immutability, data traceability, 

dependability, smart contracts, security, and privacy, align with the needs of 

electronic medical records [32,33]. Guardtime, a Dutch business specializing in 

data security, has created a system that uses blockchain technology to verify the 
identity of patients. Every citizen of the nation will get a card that utilizes 

blockchain technology to connect electronic medical record (EMR) data with one 

another. Every time a transaction is initiated on the blockchain network, a hash 
code is issued to each update. Thanks to blockchain technology, the audit records 

in the Electronic Medical Records (EMR) system are immune to tampering and 

cannot be modified. Existing healthcare databases might use tamper-resistant 
logs to maintain information status [34]. When writing a transaction in a block, 

any modifications in the database, such as registered entries, will be given a 

timestamp and password. The blockchain technology guarantees the integrity and 
security of medical data [35]. 

 

Another application in the field of electronic medical records (EMR) is MedRec, a 
collaborative initiative between MIT Laboratories [36]. MedRec facilitates the safe 

and transparent exchange of healthcare data between different parties. This 

blockchain application is specifically developed to safeguard the proxy rights of 
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every patient and their right to be informed about others' access to their 

healthcare data. Patients may use the blockchain to distribute these 

authorizations, allowing them to disclose their data for the sake of future study. 

All the locations and data transaction records are stored on the blockchain 
network. Simultaneously, in order to get genuine engagement, it is important to 

have accompanying software support. Another instance is the Gem Health 

Network, which was created by Gem, an American firm, using the Ethereum 
blockchain technology. It enables several medical professionals to access and use 

the shared data stored on the network [37].  

 
Several similar platforms exist, such as Healthbank, which focuses on 

empowering patients to have complete control over their data using blockchain 

technology. Medicalchain has developed a blockchain-based platform that 
facilitates the sharing of patient medical records. Healthcoin [38] aims to create a 

worldwide electronic medical records system. Furthermore, several entities 

involved in diverse initiatives and endeavors focused on the blockchain technology 

include Factom, HealthCombix, Patiententory, SimplyVital, IBM Watson, BurstIQ, 
Bowhead, QBRICS, Nuco, and others. While problem-solving approaches are 

essential, they encounter many challenges at the implementation level. The 

primary obstacles in EMR systems are the interaction across various EMR 
solutions, blockchain security, scalability, and data privacy. The pharmaceutical 

sector often encounters a significant issue that may directly impact patients: the 

proliferation of counterfeit or substandard medications. The issue has been 
effectively addressed by the use of blockchain technology [39-41]. Remote patient 

monitoring has become feasible as a result of the advent of internet of things (IoT) 

sensors and smartphone devices. These devices have the capability to gather a 
substantial quantity of biological data, allowing medical personnel to conveniently 

assess the patients' state and give instructions about medication, among other 

things. Blockchain technology offers sufficient characteristics to accomplish this 

goal [42, 43]. 
 

The authors [44] have developed a system based on blockchain technology to 

ensure the secure distribution of biopharmaceutical goods. This system employs 
stochastic simulation to guide the blockchain network. It is capable of 

safeguarding biopharmaceutical items against counterfeiting, fraud, theft, and 

temperature diversion. The suggested solution enhances the efficiency, 
transparency, security, and dependability of the supply chain process. The 

system's smart contracts were established using the proof of authority (PoA) 

technique. Ultimately, the system has the capability to provide immediate and 
ongoing surveillance for dispersed data streams inside the blockchain network. 

The findings demonstrate that the system's performance is acceptable. This work 

presents a proposed system for managing and monitoring medication distribution 

in the pharmaceutical business, as suggested by the authors [45]. Various 
technologies, including as RFID and electronic product code information service 

(EPCIS), have been used to secure the medication supply chain. The research 

environment was established by using two theoretical frameworks: collective 
action theory and transaction cost theory. They established several regulations for 

all the parties involved in the medicine distribution procedure. The illicit trade of 

counterfeit medications is a significant challenge for both pharmaceutical firms 
and health organizations. Despite the efforts of worldwide health groups, the sales 
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of these pharmaceuticals continue to escalate. In this study, the author [46] 

suggests a system that utilizes blockchain technology to ensure the traceability of 
pharmaceuticals and to regulate the supply chain process. This system allows 

every participant to monitor and verify the delivery of drugs at each step. The 

suggested method has been developed solely based on a case study. 
 

The authors [47] have suggested an Ethereum-based blockchain network to 

monitor the transportation of items in this study. The system has the capability to 

effectively oversee and monitor the logistics of various products during 
transportation using intelligent containers. This system has been created using 

smart contracts to facilitate transactions between the sender and recipient of the 

goods, eliminating the need for a third party. This study [48] provides a 
comprehensive overview and analysis of the present methodologies and strategies 

pertaining to the medication supply chain. It may also elucidate the many 

mechanisms by which counterfeit pharmaceuticals infiltrate the market and the 
financial impact they have on the real makers. Improper supply chain 

mechanisms are a significant factor contributing to medication counterfeiting. 

Subsequently, a blockchain-driven system has been created to provide safe end-
to-end (E2E) transportation of drugs. However, no specific information is provided 

on the real-time outcomes and execution of this system. The article [49] 

addresses the problem of drug counterfeiting and proposes solutions to ensure 

that customers have access to genuine medications. The blockchain offers a 
resolution to this problem by guaranteeing the characteristics of traceability, 

security, and transparency.  

 
A blockchain-based system has been developed and implemented, using QR code 

security measures to enhance drug security. Subsequently, the genuine 

medications produced by the authorized brand have been securely given to the 
clients. This is another instance [50] of blockchain's potential in enhancing the 

supply chain process. The supply chain refers to the process of delivering goods 

from the producer to customers. It is crucial to ensure that the quality of the 
items is maintained along this supply process. Fraudulent activities and 

corruption may infiltrate the supply chain process, leading to the introduction of 

counterfeit items. This method addresses the problem of counterfeit products and 

utilizes blockchain technology to provide a safe and transparent supply chain. 
 

The authors of this article have created a program that links the Ethereum-based 

blockchain network with other information systems used by businesses. This 
system has the capability to safely communicate information across its partners. 

The blockchain facilitates the provision of enhanced data access, data integrity, 

data visibility, and authenticity assistance to partner organizations throughout 
the exchange of information. Furthermore, a simulation environment has been 

created specifically for the supply chain scenario. This environment carries out 

various statistical operations to assess the accuracy and effectiveness of the 
system. The simulation results demonstrate that the blockchain system is the 

most effective tool for ensuring the security of the supply chain process and 

fostering trust among various organizations. Additionally, it has the potential to 
enhance system performance and mitigate instances of fraud or wrongdoing 

inside firms. 
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This study [52] proposes a blockchain-based system called Drugledger for tracing 

pharmaceuticals. This technology guarantees the genuineness, protection, 

confidentiality, and capacity to track data. The system's design is based on a 

service-oriented mechanism, which is superior to the standard peer-to-peer (P2P) 
architecture. Drugledger offers a reliable and effective solution for storing the 

medication supply chain process. The study provided in this article offers a 

methodical and pragmatic approach to how the blockchain system may effectively 
monitor and oversee the medication supply chain process. This paper introduces 

CounterChain, a blockchain-based system designed to address the issue of 

counterfeit drugs in the drug supply chain. The technology is described in 
reference [53]. It enhances the visibility of pharmaceuticals at every stage of the 

distribution process and ensures that customers get genuine and unaltered 

goods. Additionally, the CounterChain may enhance the degree of confidence 
among suppliers, manufacturers, retailers, and distributors, since they are the 

primary stakeholders involved. As a result, the system has the capability to 

prevent the entry of counterfeit medications into the supply chain. 

 
Therefore, blockchain technology is used not only in healthcare, banking, 

agriculture, cryptocurrency, and other industries, but also in every field. A 

multitude of researchers are now working on building blockchain applications in 
several domains, including smart grid, vehicle-to-grid, connected cars, edge 

computing, cloud computing, and cyber-physical systems [54,55]. 

 
Summary of Drug Supply Chain Management (SCM) Procedure at Smart 

Pharma 

 
The decentralized and distributed nature of blockchain technology has enhanced 

the security and anonymity of the medication supply chain in the pharmaceutical 

business. Figure 1 illustrates the comprehensive mechanism of drug supply chain 

management and recommendation (DSCMR), including participants and a 
blockchain network. Users are able to effectively oversee and modify all actions 

within the supply chain. The blockchain-based system stores data pertaining to 

system users such as suppliers, manufacturers, distributors, pharmacies, 
hospitals, physicians, and patients. The components of the DSCMR systems are 

drugs, raw materials, orders, and record repositories. Every system user is given a 

client application-based front-end interface, which allows them to conveniently 
carry out transactions and interact with the blockchain network. Throughout the 

whole DSCMR operation, all pertinent system participants may monitor the 

progress of medication administration via the use of the client application. 
Alternatively, there exists a data storage pool, which serves as a distinct data 

repository, sometimes referred to as stored-off blockchain. This tool is highly 

effective for data analytics and visualization. It is not only useful for this system, 

but also for medical institutes and their projects. In our system, we have utilized 
a store-off storage pool for the machine learning module. The machine learning 

model suggests the most suitable drug to our customers. Furthermore, system 

users are granted authorization to access comprehensive information on 
pharmaceuticals, raw materials, and other pertinent facts such as expiry date, 

price, manufacturing date, and so forth. 
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In order to ensure the consistency of the distributed ledger, the system includes 

peer nodes that are responsible for executing the consensus process. The first 
supplier transports the unprocessed material to the pharmaceutical firm in our 

system. Every participant in the system is provided with a web application portal, 

via which they may log in and carry out transactions. Assume that a 
manufacturer places an order for raw material. Any peer node in the network has 

the ability to verify the transaction. Once the transaction is validated, the supplier 

gets the order. Subsequently, once the raw material order is prepared for delivery, 

the supplier proceeds with the confirmation of the order. However, only the 
customer who does a thorough examination of a company's pharmaceutical data 

may carry out operations that are specifically designated as authorization 

regulations inside the blockchain network. If a doctor wishes to make an order 
with a drug firm, they may use our suggested blockchain system by following the 

identical processes outlined in the aforementioned example. First, the doctor's 

authentication is performed. Then, the transaction proposal is submitted. The 
manufacturers verify the transaction and then confirm the transaction of the 

doctor. Finally, the order status is sent to the doctor via a successful transaction 

event message. 
 

Summary and Prospects for Future Research 

 

Blockchain technology has revolutionized the conventional supply chain process 
into a more resilient, automated, secure, traceable, and transparent approach. It 

guarantees that the whole supply chain process is entirely secure and effectively 

prevents counterfeit pharmaceuticals from entering the system. The primary 
objectives and innovation of our suggested scheme include the integration of a 

blockchain and machine learning-powered system, including two modules: the 

drug supply chain system and the medication recommendation system. The 
system has used machine learning algorithms and blockchain technologies in the 

field of healthcare, yielding outstanding outcomes. We conducted many tests to 

evaluate the performance of our system, using performance metrics such as 
throughput, transaction reaction time, and latency. The simulation results of our 

technology demonstrate encouraging performance. This approach aids 

pharmaceutical businesses in mitigating the issue of counterfeit medications and 

achieving a substantial growth in their company. For future endeavors, we want 
to enhance the scale of the network and deploy it in real-time inside 

pharmaceutical businesses to assess the effectiveness and accuracy of our 

system. In addition, we will enhance the accuracy and recommended outcomes of 
our machine learning algorithms.  
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Figure 1. An examination of the drug supply chain management (DSCM) system 

using blockchain technology 


