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Abstract---The introductory conception of using Blockchain database 

in order to manage and maintain electronic health records of the case 

used for covering the health and to give better services and to store 
and save the data pertaining to the patient health and to make it 

public to the sphere experts it's veritably important that the data has 

to be stored in a secured database, so that only the authorize druggies 

can have the access to the same. So, in order to safe guard the data 
and to maintain sequestration of the data it's always recommended to 

have a database which can not be shifted. So, the significance of 

blockchain is vital to store the data safely. Principally, blockchain is a 
distributed database where data is participated among the bumps in a 

network. This database stores information in the electronically digital 

form. This particular database is more popular to store data 
pertaining to cryptocurrency systems. Blockchain will help us in 

furnishing complete security of the records stored and will help in 

generating trust factor. Further over the blockchain also provides 
dedication of the data stored. Data structure of blockchain and the 

other databases is the key for furnishing security and sequestration of 

the data. Blockchain makes use of blocks which stores information in 

it. Blocks can store information with some limit on the storehouse 
capacity and after the block is fully filled up, it'll also store 

information in the coming block by creating a link to the former block. 

Typically database stores data in the form of tables, but in case of 
blockchain the data is stored in the form of blocks (gobbets of data) 

and are connected with all the blocks. Because of the structure of the 

data stored in blockchain it becomes nearly unsolvable for anyone to 
hack it or manipulate the data stored. Every block created will have a 

timestamp associated with it when these blocks are added in chain. 
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Introduction  

 

In order to store and save the data pertaining to the case's health and to make it 

public to the sphere experts it's veritably important that the data has to be stored 
in a secured database, so that only the authorized druggies can have the access 

to the same.  

 
So, in order to safeguard the data and to maintain sequestration of the data it's 

always recommended to have a database which can not be shifted. So, the 

significance of blockchain is vital to store the data safely. [3] 
Principally, blockchain is a distributed database where data is participated among 

the bumps in a network. This database stores information in the electronically 

digital form.  
 

This particular database is further popular to store data pertaining to 

cryptocurrency systems. Blockchain will help us in furnishing complete security 

of the records stored and will help in generating trust factor. Further over the 
blockchain also provides dedication of the data stored. Data structure of 

blockchain and the other databases is the key for furnishing security and 

sequestration of the data. [6] 
 

Blockchain makes use of blocks which stores information in it. Blocks can store 

information with some limit on the storehouse capacity and after the block is fully 
filled up, it'll also store information in the coming block by creating a link to the 

former block. Typically databases stores data in the form of tables, but in case of 

blockchain the data is stored in the form of blocks ( gobbets of data) and are 
connected with all the blocks. Because of the structure of the data stored in 

blockchain it becomes nearly insolvable for anyone to hack it or manipulate the 

data stored. Every block created will have a timestamp associated with it when 

these blocks are added in chain. [12] 
 

It's veritably important important for any person to know the details pertaining to 

the health and also to maintain the records pertaining to the same. As the data 
pertaining to the person is related with health is becomes important to guard it 

and to see that the same is used by the concerned people in order to give needed 

services.  
 

The work performed is to make use of ethereum blockchain to store the data in 

the form of blocks in chain and to help the authorities concerned to have access 
to the important and vital data of the case. When the data pertaining to the case 

is stored using blockchain it becomes safe and inflexible. So, in order to maintain 

the health- related data pertaining to the case’s blockchain database is used. [18] 

 
Summary of the research paper 

 

System to store the data on the blockchain database can be by using the hash 
function to induce a number to the record to be stored, also we need to store the 

number generated by using hash function on the blockchain, by placing all the 

data pertaining to it in a train system which can be of distributed nature.  
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When we store the data using a blockchain database the advantage we get is it'll 

break problems related to the storehouse, which typically happens in centralized 
storehouse systems. This will also help in reducing access time to pierce the data 

from blockchain databases.  

 
In order to have access to the data stored on the database we can have a trait 

grounded medium to decipher the data stored electronically in translated form. 

With this we can ensure complete sequestration and security for the data stored. 

[28] 
 

Blockchain database is analogous to the distributed tally system we had in earlier 

days. The data when stored using a blockchain database can be participated and 
stored in the bumps over a network, rather than storing it on a centralized 

database. It's a distributed and participating type of database which is different 

from the normal database in terms of storehouse medium. [22] 
 

Features of Blockchain to mention are 

 
In this Blockchain database whenever new data is to be added it'll be stored only 

in a new block in the chain. When the block with certain capacity is filled up also 

the data is stored in another new block with a link handed to the former block. 

Data type isn't the constraint for storing data on a database. It's like the tally 
system used in maintaining the accounts. No single stoner can have a control on 

this database so data stored is inflexible.  

 

 
Figure 1: Data Store in Digital ledger / Record  
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As shown in figure 1 The data is stored in the blockchain in the form of a tally 

which is digitized and decentralized. Whenever the block is added it updates in 

every knot which are principally translated and the proprietor of the block only 

can decipher the information using public-private-crucial brace. Every block is 
associated with the timestamp. This will help in securing the electronic health 

records. Al the records will get streamlined at a time and each of them will 

associate with the timestamp, which makes it veritably delicate to manipulate or 
modify. Therefore, making the complete structure as inflexible. [8][9] 

 

 
Figure 2(a): Data Flow at respective steps with encryption and key generation  
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Figure 2 (b): Data Flow at respective steps (Graphically Structure) 

 

Figure 2(a)& (b) In this the inflow of data is shown from the stoner to the separate 

sphere experts, as shown the data is captured at the stoner position ( patient 
position) by making use of colorful detectors, bias connected and also the data is 

translated by making use of mincing fashion and also the data is uploaded on the 

database using the conception of blockchain, where the data is stored in the form 
of blocks and also the new blocks are created and added to the chain. [17] 

 

The data is also made available to the different stake holders for furnishing 
colorful services including the services related to drugstore, testing in medical 

labs, opinion and transferring tradition to the medical units including the use of 

service providers for making the needed payments. Internet of medical effects 
used to see that all the data analytics related to the health of the case is handed 

to the service providers and the cases. [8] 

 

Detailed description of the research paper 
 

As the data stored using blockchain databases are inflexible which means they 

can not be altered/ modified, nor can be destroyed. DLT- Distributed Ledger 
technology is the other name for Blockchain.  

 

Blockchain database provides translucency because of the decentralized nature of 
the chain. Deals can be viewed in a real time mode by any stoner using his own 

knot or can make use of explorers of blockchain. As every knot gets streamlined 

with the new block whenever it's added to the chain. We can fluently shadow 
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blocks in chains. [21] All the data stored in the blockchain is fully translated, 

which will allow only the proprietor of the block to decipher it by making use of 

the conception of public private-crucial brace. This installation or the point will 

make blockchain fully unknown while maintaining translucency.  
 

Blockchain provides security for the data by storing the data in the form of blocks 

which are stored in linearly chronological order in a decentralized manner. 
Whenever new data is to be streamlined/ stored it'll be by creating a new block 

which will get eventually added to the end of the chain. [11] 

 
Once the new block is added to the end of the chain, it becomes delicate to go 

back and to perform any revision or streamlining on the data unless the druggies 

involved in the network and maturity of them have to make a policy. Each block 
has its own hash value generated by using a hash function and also has a 

timestamp.  Mincing is where a find function is used in order to produce or 

induce a group of letters and figures for the information present in the digital 

form. [7] 
 

It's veritably important that the data pertaining to the case, which can be called 

as electronic records, has to be maintained safely by furnishing complete security 
and sequestration. Else, every chance that the information can be manipulated 

will produce huge problems for the experts to diagnose or to find the root cause of 

the problem.  
  

Another advantage is that the case data is all time available irrespective of the 

position and time, which makes it easier for the experts to timely give results for 
the problem the case is suffering with. Typically databases store data in the form 

of tables, but in the case of blockchain the data is stored in the form of blocks 

(gobbets of data) and are connected with all the blocks.  

 
Because of the structure of the data stored in blockchain it becomes nearly 

insolvable for anyone to hack it or manipulate the data stored. Every block 

created will have a timestamp associated with it when these blocks are added in 
chain.[41] It's veritably important for any person to know the details pertaining to 

the health and also to maintain the records pertaining to the same. As the data 

pertaining to the person is related with health is becomes important to guard it 
and to see that the same is used by the concerned people in order to give needed 

services.  

 
The work performed is to make use of ethereum blockchain to store the data in 

the form of blocks in chain and to help the authorities concerned to have access 

to the important and vital data of the case. When the data pertaining to the case 

is stored using blockchain it becomes safe and inflexible. So, in order to maintain 
the health- related data pertaining to the case’s blockchain database is used. [39] 

 

Advantages 
 

 Blockchain database is used because this database or the data stored in 

this database is inflexible.  
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 Framework is used which helps to perform encryption and decryption of 

data before  the data      

 is stored and penetrated by multiple druggies.  

 Data is stored using a data structure which helps to maintain data by using 

the timestamp.  

 Health records are stored in a decentralized database using blockchain so 

as to make it easier to pierce and to give timely services.  

 Data stored is made public where by anyone who's authorize can use it 

anytime every  

 time by using the public-private-crucial brace.  

 Mathematical function is used in order to induce a hash number which will 
be the  

 combination of rudiments and figures which makes it delicate for anyone to 

decipher it.  

 
Conclusion 

 

In our research paper we state that the Complex algorithm used for generation of 
the identification number for the block of data stored in the chain. Installation is 

handled where the data from the case can be captured using colorful devices like 

the wearables and so. Service provider conception is added to the frame whereby 

the task of making the payment and to make them secure is also taken care of. 
Hash value generated by the making use of the data which is of arbitrary length, 

When the number generated is of fixed length and lower in size we can relate as a 

contraction function.  
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