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Abstract---Big data is a technology that is growing at a tremendous 

speed in many sectors and fields, and this huge growth is also 

accompanied by the development of cloud computing, Cloud 
computing provides innovative organization in order to be able to meet 

the services you need to deal with big data in terms of infrastructure, 

where big data is processed and stored in the companies and 
establishments concerned, and unfortunately, still, It suffers from 

several problems and gaps that may threaten the security of this data 

In order to improve data security in cloud computing, provide secure 

access, and improve performance. This paper will discuss several 
concerns that may threaten data security, access, and cloud 

computing performance while managing big data, and that is by 

proposing a model(CBDS) Cloud for Big Data Security to develop 
performance in cloud management that meets several needs that will 

contribute to maintaining data integrity and confidentiality, providing 

secure access to data, and will greatly improve the performance of the 
cloud during data processing, storage, and recovery from the cloud at 

the user’s desire and in complete security. 

 
Keywords---big data, cloud computing, cloud computing performance, 

database, cloud security, data integrity, data security. 

 

 
Introduction  

 

Cloud foundation scales on request to help fluctuating jobs which has brought 
about the versatility of information created and devoured by the big data 

applications. Cloud virtualization can make a virtual foundation of worker 

working frameworks and capacity gadgets to produce various machines 
simultaneously. This gives a cycle to share assets and disconnection of equipment 

to expand the entrance, the board, investigation, and calculation of the 

information [1,6]. By encrypting data by any strong encryption method or creating 
effective protection systems to improve performance and maintain data 
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confidentiality and integrity the importance arises of security and protection 

Information are one of the significant parts of big data in cloud computing, as 

information is facilitated as data is processed and hosted on the third-party 

services and framework, keeping up with protection and security is a major test 
[3]. The greater the volume, assortment, the veracity of enormous data the higher 

the danger related to its protection and security. In this paper, we will create a big 

data model to provide better performance and data safety and keep it in the cloud 
from unauthorized people, called (CBDS). The result of the proposed new model 

will be examined and implemented, in the appropriate manner to display the 

elements of big data security in cloud computing, for example, data 
confidentiality, data integrity, cloud computing performance, and service 

availability. The (CBDS) model allows users to make different forms of queries, for 

example, adding user data and querying authorized employees to query 
information about users and all this is done in a safe, fast, and excellent 

performance. In the cloud. Security risks such as data confidentiality, data 

integrity, security, and managed strategies from a cloud manager, all will be 

considered in the model. 
 

Research Problem 

 
There are many research problems and gaps of big data in Cloud Computing 

environment related to data integrity, access control, and time performance. This 

thesis discusses the following problem statements: 
1. How to provide secure access control to the big data in the environment of 

cloud computing? 

2. How to provide integrity to the big data in the environment of cloud 
computing? 

3. How to provide efficient performance for big data in the environment of 

cloud computing?  

 
Aims and Objectives 

 

CBDS model ensures different aspects such as big data security Data integrity, 
big data Access control, Data performance, cloud performance, cloud 

management. 

 
Research Methodology  

 

In the literature review, a theoretical analysis of different aspects of our proposed 
model such as big data in cloud security, big data in cloud performance. In 

addition, an experiment will be given at end of the theses to prove efficiency and 

performance for our proposed model. The stages of the methodology are defined 

as shown to conduct the research. 
 

 

 
 

 

 
 



         8862 

 

 
 

 

 
 

 

 

 
 

 

 
 

 

 
 

 

 
 

 

 

 
 

 

 
Figure 1. Big Data in Cloud Computing Model 

 

Security of big data in the cloud is significant because data should be shielded 
from malevolent interlopers treats and how the cloud suppliers safely keep up 

with gigantic space of the. What Is Big Data's Relationship to The Cloud?  How 

does the cloud processing climate relate to big data? The response to this inquiry 
mirrors the connection between them. This is done through the cloud processing 

highlights to deal with big data, the assets given by cloud registering, the asset 

administration to offer support to numerous clients where the different physical 

and virtual assets are consequently set and reset upon demand [2]. Figure:1. 
Shows an overview of the general cloud computing model. The user enters his 

data into the cloud, and the employee sends a query and receives information 

from the cloud, where he can direct data inquiries to the server for example in the 
social security system, the cloud is supposed to be confidential and secure, so the 

data source is stored on the cloud side, to ensure the reliability of Privacy and 

security of the query [7-13]. A problem may occur when the cloud service loses its 
reliability. 

START 
Provides advanced solutions to improve the security of big data in 

cloud computing 

Achieving a comprehensive review of the literature on the topic 

raised within the scope of current research related to the field of 

research 

Looking at several studies suggested the best ways to build a model 

similar to this research 

Design an appropriate solution to the problems facing big data in the 

cloud 

Apply the design of the form and display the results to verify the 

validity of its features as in the previous research phases. 
END 
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Figure 2. General cloud computing model. 

 

Proposed (CBDS) Model 

 

Provides data weighting and classification CBDS model to show the data that is 
encrypted by the Advanced Encryption Standard AES symmetric service provider, 

after using the DED algorithm. This strategy is known as one of the best 

strategies used to improve cloud computing performance and maintain 
information security, and in this model we modified it To suit the requirements of 

the proposed system in order to increase performance and maintain data integrity 

and confidentiality, it has been divided into three stages, from the beginning of 
receiving user data before entering it until it is saved in the database in the cloud 

until it is recalled from the database, in order to further improve performance and 

maintain data confidentiality and safety from modification . Cloud computing for 
using the secure healthcare data security [14-22] and the use of 5G technologies 

with other cutting-edge technologies for the data transfer and data security 

including the blockchain, ransomware protection, etc. can enable further data 
security, and the same can be implemented for the educational data protection 

and security as well. In addition to that cloud security also essential for all 

applications.  
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Figure: 3 (CBDS) model 

 

 

(CBDS) Component 
 

It’s clear from Table that (CBDS) model consists of several components such as 

the user who is supposed to enter his data after the password and fingerprint, 
also the cloud manager responsible for managing the data inside the server, also 

the DDE which is a strategy to improve cloud performance and maintain data 

integrity Starting from the first stage, which is to classify the data according to its 
weight and then apply the DED algorithm, then encrypt the selected data and 

save it in the database And when the authorized employee wants to search for 

user data, he must pass Appley Principle of Least Privilege in order to preserve 

the integrity of the data from modification, then pass the request to the data 
manager, who in turn decrypts the encrypted data and sends it to the authorized 

employee to receive the information. 
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Table 1  

(CBDS) Component 

 

CBDS Component Description 

 The user who logs in to add 

and update data 

 The end point at which the 

user proves that he is 

authorized to enter, by 
entering the password and 

choosing one of the biometric 

methods 

 Cloud manager specializes in 

managing cloud computing 
services, including transferring 

data from one stage to another 

and even recovering data from 
the database and sending it to 

the employee 

 This strategy specifically 
encrypts data to protection at 

the most elevated level, 

consists of several phases 

 

 

Cloud computing, where it 

implements two phases of 

strategy Dynamic Data 
Encryption Strategy, and in 

which data is stored in an 

encrypted form. 

 Query employee who logs into 

the server to send an 

unencrypted query to the 
cloud about the user 

 

 
Reducing the powers given to 
the employee to limit access to 

unauthorized data 

 

login using Biometric and 

password 
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CBDS Layers 

 
The CBDS model has three layers. The table shows the three layers, namely, the 

application layer, the presentation layer, and the management layer. In the 

presentation layer, it includes the user's browser. In the management layer, it 
includes the data cloud computing management system where the cloud service 

provider receives. It receives user data and then applies steps Dynamic Data 

Encryption Strategy to it to encrypt and store it in the database and decrypt it 

also when the employee makes a query. 
 

Table 2  
CBDS Layers 

 

Layers CBDS Component 

Presentati

on Layer 

 

  

 

 

 

 

Applicatio
n Layer 

 

  

Managem
ent Layer 

 

 
 

 

login using 

Biometric and 

password 

 

User 
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Figure: 3 model data flow (CBDS) 

Model data flow (CBDS) 
 

 This part explains the flow of data in the CBDS 

Form and shows the process of sending data to cloud computing, then it 
shows how the user performs data entry and the employee performs the 

query through the CBDS form in a special way. Moreover, it describes how 

to move forward in improving the performance of cloud management and 

big data encryption by using Dynamic Data Encryption strategy which 
consists of 4 phases and is more secure than traditional techniques. 

 Perform data retrieval this section describes the flow of data from the 

database to the fourth stage. The employee query reaches the cloud 
manager in a secure connection, and then the employee query of the user 

data is sent unencrypted from the database to the fourth stage of the 

Dynamic Data Encryption strategy 
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Dynamic Data Encryption Strategy  

     
This strategy specifically encrypts data to boost the volume of encoded data under 

the necessary planning Constraints, which is intended to secure information 

proprietors' protection at the most elevated level when utilizing the relevant 
gadgets and systems administration offices. The significant methods utilized:  

 

(1) Classifying data packages as per protection level.  

(2) decide if data packages can be encrypted under timing constraints. 
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Figure: 4 Dynamic Data Encryption Strategy 
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Phase I: Sorting by Weights 

The main stage: arranging by weight  

This is the main phase of the proposed model. A wide range of information 

bundles are arranged now. Screening processes are two vital elements. Both 
execution time (performance) and security insurance (Security), and it happens 

after the client signs in, checks his personality, and afterward permits him to 

enter the server and add information  
Phase II: data surrogates 

This stage inside distributed computing, we pick information parcels for 

encryption activities. We propose the DED calculation to achieve this stage. The S 
Table will be utilized to give a reference to assurance abilities. A basic working 

rule is that an information parcel with a higher SDi esteem has a more elevated 

level of substitute need than information bundles with lower esteems than SDI 
(What does SDI mean? Sequential Digital Interface (SDI) is a norm for 

computerized video correspondence utilizing a coaxial link While information 

rates of up to 3 gigabits each second (Gbps) are conceivable with SDI, the most 

widely recognized speed is a large portion of the speed at 270 Mbps are some sub-
steps to choosing data packets 

First, the timing range must be determined. 

Second, the data substitutions are implemented. 
Phase III: the output 

This stage produces as the output of a coding strategy derived from the correct 

results of the second stage. Those data with a higher level of encryption priority 
will be selected for encryption under certain restrictions and then entered the 

database. 

Phase IIII: decryption  
After the employee requests the user's data, the process of decrypting the data 

from the database takes place. 

 

The algorithm DED 
 

This algorithm is used to dynamically select data packages that can be encrypted 

under certain conditions when considering both timing constraints and resources 
capacities Dynamic Encryption Determination Algorithm (DED) algorithm. This 

algorithm is designed to dynamically select data packages that can be encrypted 

under certain conditions, which considers both timing constraints and facilities’ 
capacities. 

 

The Advanced Encryption Standard (AES) 
 

To offer secure communication through the organization, encryption calculation 

assumes a significant part. It is an important and principal component for the 

data protection. Encryption calculation changes over the information into the 
mixed structure with the utilization of "a key" and just the client have the way to 

decode the information. Concerning investigates that have been made, a 

significant encryption method is the Symmetric key Encryption. 
 

At the end of this chapter, and after we have presented the proposed model and 
explained the currency mechanism, we will start applying it and presenting the 
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results of the analysis experimental in the fourth chapter to prove its 

effectiveness. 
 

Analysis and Experimentation 

 
This chapter introduces the CBDS model in a hands-on way, The goal of this 

experiment is to address cloud big data security, cloud performance, and cloud 

management. First, this section explains the CBDS scenario with the workings of 

its components. Second, regarding cloud security, this section examines the 
CBDS model and compares the performance of the cloud for data storage before 

and after using the strategy Dynamic Data Encryption Strategy, and can also be 

used to compare data confidentiality, data integrity and service availability. Third, 
regarding cloud performance, this section summarizes the experience of our 

proposed new model. Experiment with studying the security, integrity and 

performance of the CBDS model and demonstrating data storage and retrieval 
procedures. 

 

CBDS Scenario  
 

As described in the proposed model section (3.2 Suggested Model (CBDS)), our 

goal is to protect big data in the cloud and improve performance. Where the user 

enters the server after he proves that he is authorized with the password and the 
biometric methods and then enters the data to be stored in the cloud, it goes 

through a strategy to improve the performance of the cloud consisting of 3 steps 

managed by the cloud manager, and finally we store the data in the cloud after 
encrypting it with AES technology. Encryption is implemented to maintain the 

security and integrity of the data. 

 
For queries, the authorized employee enters the server after proving that he is 

authorized to do so, applying the principle of least privilege to the employee, then 

sends the request in unencrypted form to be delivered by the cloud manager to 
the database in the cloud, uploads the request and passes it to the decryption 

algorithm and then delivers the data In unencrypted form to the employee. We 

argue that our CBDS model is more secure than the traditional model.  

 
Data Security Analysis 

 

Data security 
 

Data confidentiality is one of the security risks that big data can occur with cloud 

computing, for example, accessing and viewing user data without permission, 
whether a hacker or an employee. 

 

The (CBDS) model depends on encrypting data in the cloud and also securing 
access to the server for the user using the password and Biometric technique. As 

for the employee, the system limits his access to the data and the data is in a 

state of encryption, to offer secure correspondence through the organization, 
encryption calculation assumes a significant part. It is an important and principal 

component for the assurance of information. Encryption calculation changes over 

the information into a mixed structure with the utilization of "a key" way to 
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decode the information. Concerning investigates that have been made, a 

significant encryption method is Symmetric key Encryption. algorithm encrypts 

the data blocks of 128 bits in 10, 12, and 14 rounds. Additionally, AES has been 

tested with attention for a huge number of security applications. AES algorithm 
considered better than others as we mentioned in the Literature Review (2.1.3 Big 

data security). 

 
Data integrity  

 

Data integrity is a factor associated with the critical issues of data security 
threats in the cloud. Stored data can expose damage during transfers to or from a 

cloud storage provider, the risks of attack from within and outside of the cloud 

provider must be considered.  
 

Therefore, the main approach to the data cannot be modified by any other users 

or intruders. As we explained before, AES was used for encryption. Moreover, the 

user can only login after entering the password and verifying his identity with the 
Biometric technique, as for maintaining data integrity on the part of the 

employee, the employee must apply the Principle of Least Privilege to it to limit 

the infringement of user data. 
 

Service performance 

 
Server performance and data processing speed depend on the performance of the 

cloud. Cloud performance metrics take advantage of this by monitoring your 

cloud resources well, ensuring that all components are connected smoothly. 
Cloud performance metrics measure file system performance, often I/O 

operations per second, automatic scaling as well as caching. 

 

In the CBDS model, we contributed to improving the performance of the server by 
applying the Dynamic Data Encryption Strategy, and we designed it in 4 steps, 

managed by the cloud manager, from receiving the data until saving it in the 

database in an encrypted. 
 

The weight of the data is calculated and classified accordingly, to facilitate and 

speed up the encryption process, as we mentioned in (3.7 Dynamic Data 
Encryption Strategy) This strategy is known as one of the best strategies used to 

improve cloud computing performance and maintain information security , In this 

model, we have modified it to suit the requirements of the proposed system in 
order to increase performance and maintain data integrity and confidentiality, 

from the beginning of receiving the user data before entering it until it is saved in 

the database in the cloud and until it is recalled from the database. 

 
Experiment and Evaluation 

 

We set up the experimental dependent on our research facility setting. We chose 
Advanced Encryption Standard (AES) as the encryption technique in our 

examinations. Then, cloud conditions were set up in our lab too. The equipment 

setup was processor (Intel(R) Core (TM) i7-750 CPU @8M Cache, 2.66 GHz), 16 
GB actual memory. The cloud computing side was introduced on an Oracle VM 
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Virtual Box workstation with running an Ubuntu 16.4.04 LTS Server. Besides, we 

assessed our DDES model's exhibitions according to two points of view, which 
included both security assurance level and processing effectiveness. The 

exploratory settings were in accordance with these two perspectives, which 

comprised of a progression of settings for arriving at the normal assessment 
objectives. We recreated diverse responsibility sizes of the data transmission by 

designing measures of information bundles and the execution season of data 

encryption for every data packages. To assess the security insurance ability, we 

esteemed various data packages with various protection loads. 
 

Data storing procedure 

 
Storing data in a CBDS model involves the delivery of data to cloud computing. 

Our model requires encryption before the data is stored. The difference between 

the traditional method and CBDS is at the time of data storage and the weight of 
the data before encryption. CBDS stages contribute to improving the performance 

of the cloud as it calculates and classifies the data before it reaches the cloud and 

contributes to ensuring the privacy and integrity of the employee's query through 
the data retrieval process. We perform experimentation to perform data storage in 

a CBDS model using an amount of input data. Figures 5, 6, and show the 

expected execution time of the CBDS model and the total time is taken for 

operations without using the DED algorithm. Figures 7 and 8 shows the 
comparison of data weights using the steps of CBDS and calculating the weights 

in the traditional way. In figures:5 big data go through the steps of CBDS model 

and store it in the cloud and we observe convergence in the results in all four 
rounds 

 

 
Figure: 5, Total time after applying CBDS 

 

In figures 6 The Big Data goes through the traditional steps and then you store it 

in the cloud, The similarity in the results in all four rounds is also clear 
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Figure: 6, Total time without applying CBDS 

 

Figure: 7 In the case of measuring the weight of big data, we notice that the 

results are similar and nearly constant. 
 

 
Figure: 7, Total weight after applying CBDS 

 
Figure: 8 shows the Total weight of the data after passes through the first stages 

of the CBDS model, we notice a change in the size of the data before it is 

encrypted, and the drawing shown in all the four rounds gave clos. 
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Figure: 8, Total weight without CBDS 

 

We made a comprehensive comparison shown in the figure:9, in all the four 

rounds the apparent result says that the direct relationship that accompanies the 

sum of time when the weight of the data decreases. 
 

 
Figure: 9, Comparison of total time and total weight 

 

Figure: 10 shows the clear time discrepancy between the traditional method and 

our model in the performance of the system when dealing with big data, 

encrypting, and storing it in the database. 
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Figure 10, Total time of the traditional method and CBDS model 

 
Figure: 11 shows the clear disparity in the weight of the data between the 

traditional method and our model in the performance of the system when dealing 

with big data, as it was classified according to its weight using the steps of the 
Dynamic Data Encryption Strategy which contributed to accelerating the 

encryption process before storing it in the database and thus significantly 

improving the performance of the cloud 

 

 
Figure:11, Total weight of the traditional method and CBDS mode 

 

Conclusion 

 

Cloud computing offers incredible potential to further develop usefulness, 
decrease expenses, and store BD. As users and large companies enjoy the 

services and benefits of cloud computing, keeping big data secure in the cloud is 

a major challenge. Since there are numerous security vulnerabilities in the cloud 
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computing system that numerous may overlook, hackers continue to exploit these 

vulnerabilities. The thing of this exploration is a proposed new model, which is 
the CBDS model, which uses the AES encryption algorithm. Also, the cloud 

performance is improved before the encryption process by applying the Dynamic 

Data Encryption Strategy. Also, the bandied armature and factors of the CBDS 
model are examined. The thing of the CBDS model is to reduce the security 

pitfalls that do in cloud computing and ameliorate its performance during the 

processing of big data. 

 
At this point, we've compared our performance features in our proposed model 

with traditional data storehouse styles like the traditional authentication cloud 

model. And some trials to store big data. Incoming work, we plan and suggest 
comparing our proposed model with other models, systems, and cryptographic 

algorithms to foster our evaluation so that we can grow more and develop our 

model. Thus, we will give sweats to screen big data security dangers in the cloud 
and countermeasures for cloud security breaks. 
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