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Abstract---Reliability of embedded memories is dependent on at-speed 

rated correction capability of error detection and correction codes. 

Many critical applications like medical databases, rocket launch 
details stored in memories require accurate data and which cause 

major human losses or economy losses even if a 1% of data is 

compromised. This paper focuses on developing improved reliable 

error detection and correction codes with minimum redundant bits 

and maximum code rate. The decoder uses the concept of Encoder 
Reuse Technique along with the Modulo-2 addition to calculate 

syndrome, error location and correction of data bits when data is read 

from memory. The codes are represented in verilog hardware 

description language and simulated in the Tool Xilinx ISE 14.5 for 

XC7Z020-1CLG484 FPGA. The codes are evaluated for their 

performance in terms of technology parameters like area, delay, 
power, power – delay product, etc. Also for other parameters like bit 

overhead, code rate, code efficiency, correction coverage, correction 

efficiency, etc and correction coverage per cost for combined 

evaluation. The implemented half diagonal code is more effective as 

compared to existing matrix codes, it reduces bit overhead at least by 
5.5% to 46.96% and coding rate increased at least by 16.74% to 

23.85%. 
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Introduction  

         

Usually as the data read from memory has faults due to radiation among the 

transistors in high density chip. Hence, there is a need for coding which offers 
reliability by error detection and correction. Coding is a technique by which 

the characteristics of information are tailored so as to make ready for the 

intended application. Coding schemes depend on safety requirement, 

transmission medium, tolerance level and need for standardization. Decoding 

is a technique of restoring source information from the encoded information 

received. It can be more complicated as compared to coding if one has little 
knowledge of various coding schemes. The errors are grouped as in figure 1. 

Among these this paper focuses on adjacent error correction. 

 

 
Fig.1. Error classification 

 
The reliability and efficient error detecting and correcting codes (EDAC) are 

necessary to deal with single or multiple event upsets create soft errors in 

data stored in memories. These EDAC Codes use the block diagram as shown 

in figure 2. 

 

 
Fig.2. Encoder and Decoder Blocks. [1] 

 
The generic block requires a knowledge which is encoded in required format 

before writing into the memory and later after read operation, the info is 

decoded and verified with parity bits for correcting possible errors [1]. Here 

3PC represents the three dimensional redundant check code where the 

3D redundant check codes (i.e., Horizontal, Vertical and Diagonal Parity 

Codes) are encoded and these are again encoded in HVHC i.e., Horizontal 
Vector Hamming Code encoder which again calculates the hamming code 

parity bits. Then the encoded data is now stored in memory. During the read 

operation, this encoded data is read by the decoder where the info bits and 

therefore the parity bits are separated within the sort of MSBs and LSBs 
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respectively. The parity bits are then decoded using HVHC decoder and are 

sent alongside the info bits to the 3PC decoder block where errors in 

erroneous data bits are corrected and are obtained finally as output 

[13][15][16]. Majorly the changes are done only in 3PC block to reach efficient 

codes. In this paper, Section II gives a summary of current codes and Section 
III discusses about new codes. The results are discussed in Section IV, and 

then paper is finished.       

   

Existing Matrix Codes 

 

In literature, numerous EDAC codes are developed for correcting erroneous data 
in memories embedded into the system on chip devices. Among them, matrix 

codes have gained popularity where the data is arranged in matrix form and the 

redundant bits are calculated. Practically the data along with parity bits called as 

code word is written into memory and the error evaluation is performed for data 

read from memory. One among them is 3D parity check codes [1] whose usual 
way of data representation is indicated in figure 3 for representation of matrix 

[17][18][19][20], where the H-Bits, V-Bits and D-Bits indicate the Horizontal, 

Vertical and the Diagonal Parity Bits respectively.  

 

 
Fig.3. Parity Bits Generation Process from Data Bits 

 

Assume the memory has 64-Bits data storage capacity at each address location. 

Figure 4 shows the data being represented in matrix form containing 8 rows and 

8 columns, so that the parity bits extracted will have 8-H Bits, 8-V Bits and 15-D 

Bits, a total of 31-Redundant Bits. These parity bits are XORed form of data bits.  
In decoder, if an error exists, then the combination of all H, V and D Bits indicate 

the location where the data bit XORed with syndrome calculated is flipped for 

corrected data. So the decoder uses a more complex circuit than the encoder. 

Among the Parity Bits, the changes in H-Bits indicate the existence of Errors in 

Data read from memory, V-Bits indicate the hamming distance and the number of 
adjacent erroneous bits that can be corrected and the D-Bits indicate the exact 

error location of the data represented in matrix form.  
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Fig.4. 3D Parity Check Code using 8x8 Matrix Representation 

 

Say if m29 is erroneous, then the change is observed in h4, v6 and d6 parity bits 

which are evaluated in comparison with the encoded parity bits, then m29 is 
flipped for corrected data. In [2], a similar concept is used but the diagonal bits 

are modified into Forward and Backward Diagonal Redundant Bits as shown in 

figure 4. Hence the number of Parity bits increases by one more diagonal parity 

bits which necessitate the requirement of a complex decoder to identify candidate 

erroneous bit.  

 

 
Fig.5. HVD Code with error representation [2] 

 

Also as shown in Figure 5, not only the candidate bits highlighted by circular 

locations but black squares also represent the erroneous bits instead of being 

correct [15][16]. Then decoder complexity is increased further due to exact 
identification of errors in the data contained in the matrix and becomes a time 

consuming process. The intersection of all four parity bits represents the 

erroneous bits location i.e., candidate bit which has to be flipped for corrected 

data.  

  

In [3], Multidirectional Parity Code is also based on Hamming code with minimum 
bit overhead and maximum code rate shown in figure 6.  
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Fig.6. Multidirectional Parity Check Codes [3] 

 
Suppose if m22 has an error, then the h2, v2 and d3 parity bits will be changed 

and the data has to be flipped for correct data output. Hence, the complexity of 

decoder is reduced drastically. 

 

In [4], as shown in figure 7, Horizontal Vertical Double Bit Diagonal Parity Code 

uses two horizontal bits then a h-bit in the next row and so on. Some additional 
refinement steps are added to identify candidate bits, so decoding process is still 

complicated.  

 

 
Fig.7. HVDD Codes Candidate Bits [4] 

 

In Figure 7, the diagonal bits take two horizontal bits at a time that reduces 

complexity in identification of candidate bit as shown in figure 8, which adds to 

decoder complexity [21]. 
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Fig.8. Refined candidate bits obtained from the final step [4] 

 

In [1], the same matrix in 8x8 data representation is modified into a 4x16 matrix 

[22]. It uses 39 parity bits i.e., 4 H bits, 16 V bits and 19 D bits. 

 

 
Fig.9. 4x16 3D Parity Check Code 

 
From Fig.9, the corresponding redundant bits are encoded as  

….. (1) 

 and are decoded as 

…. (2) 
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Say if m29 is erroneous, then it is reflected in flipped h2, v14 and d4 parity bits 

which after comparison with the encoded redundant bits for correcting erroneous 

data. 

 
Fig.10. 2x32 3D Parity Check Code 

 

Consider figure 10, the data in 8x8 matrix form is modified into a 2x32 matrix 
[22]. It uses 67 parity bits are required i.e., 2 H bits, 32 V bits and 33 D bits. 

 

In figure 10, the redundant bits are encoded as  

 

…. (3) 
and are decoded as  

…. (4) 

 

where the he, ve and de represent the encoder parity bits and hd, vd and dd for 

decoder parity bits. The sh, sv and sd represent the syndrome bits used for 

indication of error. The m1i and moi represent the located erroneous data bit and 
the recovered data bit respectively. These 3D Parity Check Codes use ultrafast 

decoding scheme to reduce delay [14]. Say if m29 is erroneous, then it is reflected 

in h1, v30 and d3 bits which after comparison with the encoded parity bits, will 

be negated for correct output. 

 
In [24], the Decimal Matrix Codes are developed as shown in figure 10. It uses H 

and V as parity bits and U-Bits for redundancy which are generated from data 

input bits. The encoder outputs are calculated as shown in equations below for i = 

0 to 31 
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Fig. 11. Block Diagram of Decimal Matrix Code 

 

The decoder works as shown in figure 11, In Encoder Reuse Technique, let 

Data_read be the input to decoder along with H, V and U encoded bits, for i = 0 to 

31 
 

 
For syndrome calculation,  

 
For Error Location and Correction,  
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Thus in encoder only four 16-bit adders, XOR Gates and Buffers are used and the 

total number of parity bits used are 68 Bits. If the number of errors are more than 

32 Adjacent Bits, then the redundant memory bits i.e., U-Bits are used as 

Data_out Bits. 

  
In [25], Modified Decimal matrix Codes uses two 32-bit adders instead of four 16-

bit adders for encoder. i.e.,  

 

 
 

So a total of 66 parity bits used. The remaining process is same as that of 

Decimal Matrix Codes. 

 
In [26][27][28], Parity Matrix Codes use H Bits as parity encoded bits for 32-bit 

data i.e., 6-Bits + 6-Bits = 12 Bits in total. So the total of 48 parity bits is used 

with the remaining process being same. 

 

The other codes that are investigated are from [5-12]. In [5], the Reusable Matrix 
Codes are developed. In [6], a hybrid architecture uses reconfiguration techniques 

using compressed redundant information that is non-vulnerable to radiation, 

called as hardwired seed bits (HSB) along with interleaving for correcting multiple 

bit upsets.  

 

In [7], a two-level low-density parity-check (LDPC) code is proposed for non-
volatile memories. With negligible delay and a small overhead, a auxiliary 

codeword is used to encode a group of bits from primary data packets of NVM 

memory. In [8], an efficient 4-bit adjacent error correction codes using less 

number of parity bits and reduced decoder complexity is developed. 

  

In [9], parity check matrix or H – matrix is developed by using simplified 
expressions for SEC-DED codes. These are compact and consume less power. In 

[10], a double asymmetric error correction scheme based on proactive correction 

coset decoding is used for STT-MRAM, operated at two basic levels, i.e., for first 

error correction, a proactive correction level (PCL) and for correcting second error, 

the asymmetric correction level (ACL) are used. 
 

In [11], the transposable retransmissions are adopted for different error rates to 

improve forward error correction in enhanced Parity Product Code (PPC). In [12], a 

novel Matrix decoding algorithm is developed which is capable of correcting 9 

errors in 16-bit data and 11 errors in 32-bit data. It increases the memory yield in 

the presence of adjacent errors.  
 

Proposed Matrix Code  

 

The basic mechanism of encoding that is used is as depicted in fig.12 i.e., 

Consider an 8-bit data being arranged. Here V [3...0] are the vertical encoded 
parity bits and H [1...0] are the half diagonal parity bits. 
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Fig.12. Encoding Mechanism 

 
The vertical parity bits are calculated as   

V0 = D0⊕D4 

V1 = D1⊕D5 

V2 = D2⊕D6 

V3 = D3⊕D7 
The half diagonal parity bits are calculated as 

H0 = D3⊕D2 

H1 = D7⊕D6⊕D1⊕D0 

H2 = D5⊕D4 
 

The decoding mechanism is same as that of DMC and MDMC except that the △H 

is calculated from modulo-2 addition.  Also the error is detected only if △H and S 

are nonzero numbers. Similarly the concept can be extended for higher order data 

bits.         
                                                                                                 

Results and Discussion 

 

For modeling verilog hardware description language was utilized and the Codes 

are functionally tested in Xilinx ISE 14.5 Tool for XC7Z020-1CLG484 FPGA.  
 

 
Fig.13. Simulation Result of Matrix Decoders 

 
The simulation result of proposed design is shown in figure 13 emphasizes 

correction of a maximum of 64-bits for a 64-bit data. For example consider input 

data for 2 x 32 Horizontal Vertical Parity Check Code Encoder as 

64’h3333333333333333 when enable=1, then h=2’b0 and v=32’b0. For its 

Decoder, if the errors are induced as 32 bits say 64’h33333333cccccccc then the 

output produced is corrected to 64 bits i.e., 64’h3333333333333333 same as 
original input data. Hence the correction capability is N/2 erroneous bits in N 

data bits.  

 



         11674 

 
Fig.14. Evaluation of Matrix Codes for Area 

 

 
Fig.15. Evaluation of Matrix Codes for Power Delay Product 

 

The HDMC Code uses less area by at least 70.37% to 83.5% for encoder and 
66.67% to 83.13% for decoder. Also the power delay product is minimized at least 

by 14.64 to 25.36% for encoder and 5.2% to 20.85%, as shown in figures 14 and 

15. Hence HDMC Code proves to be efficient.  

 

Table.1. Comparison of various codes with varying data lengths for various 

parameters 
 

 
  

The table 1 compares different codes for parameters such as bit overhead, code 

rate and code efficiency. The HDMC code reduces the bit overhead by at least 

5.5% to 46.96%, code rate is improved at least by 16.74% to 23.85% and the code 

efficiency is found to vary from 16.67% to 30.37%. 
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Conclusion 

   

As the technology scales down, the soft errors are caused in memories due to 

radiation effects. The errors occur in data when stored and retrieved from 
memories which can be overcome by EDAC Codes like Matrix codes. This paper 

mainly concentrates on reducing bit overhead along with reliable data. The 

designs are modelled in Verilog HDL and are verified in Xilinx ISE 14.5 Tool for 

28nm Zynq FPGA with part number XC7Z100-2FFG1156. The assessment of 

these methods is done for 8 – bit, 16-bit, 32-bit and 64-bit Data. The proposed 

HDMC Code proves to be more reliable which is capable of correcting half the 
adjacent errors either in lower half or upper half of data enabling it to be used in 

reliable memory applications. The use of odd/ even columns in H-Matrix can 

improve code rate and correction capability. As the number of data bits increase, 

the bit overhead is reduced by 5.5% to 46.96% and the code rate is improved by 

16.74% to 23.85%. Also as the results confirm that the HDMC Code proves to be 
better in terms of area and PDP when compared with existing decimal and 

modified decimal matrix codes.  
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