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Abstract---The face is a significant part of the human body,
recognizing people in large groups of individuals. Thus, because of its
uniqueness and universality, it has turned into the most generally
utilized and acknowledged biometric technique. Many algorithms have
been used by various researchers for face detection and recognition.
Research, innovation progression, and applications consolidating face
recognition in the last twenty years have grown massively. In this
paper, some essential existing approaches which are adjusted with
dealing with the issues of face recognition have been presented close
by their Face recognition accuracy and the variables capable of
debasing the performance of the review. In the first section, various
factors that decrease facial detection and recognition accuracy have
been researched like posture variety, illumination, aging, facial
expressions, etc. While in the second section of the paper, various
methods have been examined that attempt to relieve the impact of
discussed factors. Various algorithms give various exhibitions in
various conditions like enlightenment, noise, posture, and mask
change. All the previously mentioned methods are represented briefly
to give an overall idea. The motive of the paper is to carry all the
various methods to a similar spot and simplify it to review the paper.
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gabor wavelet, LDA, PCA.
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Introduction

Facial Detection and Recognition (FDR) is one of the huge check structures reliant
upon biometrics which can be used for the confirmation cycle just as
reconnaissance. With the speedy extension in frauds step by step, Facial
Recognition (FR) is transforming into a basic framework for us. Different uses of a
capable FR framework are criminology, identification of hoodlums, extortion
prohibition, surveillance, and so forth. A great deal of exploration has been done
at every level, yet even after all that, no system is developed which can work in
real-time under an unconstrained environment. FR has consistently been an
exceptionally complicated task. Its genuine test lies in showing a computerized
structure that matches the human capacity to see faces. Thus, a customized
programmed electronic system with somewhat greater recognition accuracy, and
quick handling is required. FDR process has steps as shown in Fig. 1:

e Face detection: To perceive the appearances in a picture or video using
important features on the face like eyes, nose, mouth, and so on

e Feature extraction: Standardization, arrangement of the faces for stronger
recognition exactitude.

e Face recognition: To recognize a specific individual in a picture or video by
comparing the data set.

This paper is divided into five major sections. The first section introduced us to
FDR. In second section, various factors that reduce FR accuracy have been
discussed. The third section briefly describes some FDR methods and their
importance. Section four gives a brief review of some algorithms used by
researchers in recent years. Finally, the last section contains the conclusions we
derived from this.

Input
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—> Extraction |~ | Recognition

Fig 1. Steps of FDR
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Factor degrading the FR performance

FR from pictures and recordings is a formidable task. Researchers have done a
great deal of work trying to accomplish 100% precision, but it is not feasible due
to several factors. It has been found that the components that spoil the precision
of the FR systems are: noise, occlusion, illumination, pose variation, low
resolution, aging, expressions, plastic surgery, and database. These elements can
be requested into two classes: natural and outward factors. Characteristic parts
incorporate the normal condition of the human face like the look, maturing,
plastic surgery, and so on, impacting the framework, while extraneous elements
include those which affect the face from the outside like noise, occlusion,
illumination, low resolution, and pose variation. However, databases are also a
major factor in deciding face recognition accuracy.
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Noise

Computerized pictures are prone to various types of noise. This noise prompts low
accuracy of FDR. Noise is present in pictures in various ways that are subject to
picture creation. Dealing with these before proceeding further is a basic step in

these common FDR frameworks [3]. Noise is visualized in Fig. 2.
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(a)Original image (b) Salt &Pepper noise
Fig. 2. Example of image having noise [3]

Fig. 3. Simulation of partial occlusion [23]

Fig. 4. Effect of illumination in face image [9]

(a) (b
Fig. 5. A-frame from the CCTV video. (a) frame, (b) captured face [2]

Occlusion

One of the major challenges of FR is an incomplete face as it would be hard for
even humans to recognize a person if a distinctive part of their face is hidden. For
example, long hair and sunglasses can hide ears and eyes, masks or bushy
beards can hide the lower half of the face, and so on. Partial occlusion is shown in
Fig. 3. The accuracy of the FDR system is degraded by these factors. Various
methodologies have been researched over the years to overcome these issues [1].
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Illumination

The variations in illumination interfere with the identification of important parts
of the face, thereby reducing the probability of FR. The main cause behind these
varieties could be unbalanced light, shadow, contrast, darkness, etc. as shown in
Fig. 4. Various methodologies related to illumination are being discussed in [4-9].

Low Resolution

The surveillance cameras are strict to look out for suspicious activities, hence
they are not high quality enough to record high-quality videos leading to low-
resolution faces as shown in Fig. 5. Comparing the low-resolution query picture
with the high-resolution database picture is a difficult task. This degrades the
performance of the FR system. Distinctive approaches are being researched to
tackle this problem [1,2].

Pose Variation

Distinctive posture conveyance is another important issue of the FR system.
Front-facing face recreation is needed to compare the query face with the
database face. This is needed as the database contains the front-facing face.
Comparing it with that different pose will yield unusable results. Various
approaches were researched by the specialists to change the non-front-facing face
over to the front-facing face to increase FR accuracy [10]. How different poses
depreciate the performance of the FDR algorithm is being discussed in the
proposed approaches [6, 11]. Pose variations are shown in Fig. 6.

Aging

The face is skin tissues and facial muscles. On Aging, these muscles contract or
expand, leading to a change in facial highlights of an individual, as shown in Fig.
7. Although these are basic changes, they are still a factor that lowers the
performance of FR systems [8, 12].

Expressions

We use facial expressions to express our feelings but it changes the shape of the
human face due to the contraction of facial muscles. A small change like that can
easily create ambiguity for the FR framework. Continuous research is being done
for FR by considering facial expressions [4, 8]. Facial Expressions are shown in
Fig. 8.

Plastic Surgery

One of the major concerning factors that affect FR accuracy. A small change will
lead to tightening of facial muscles, while a major change may lead to an entirely
new face, of which the database has no record. Many criminals or undercover
agents go for plastic surgery to bury their identities. An example is shown in Fig.
9.
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Fig. 6. Pose variations [24]
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Fig. 8. Example of face having different expressions
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Fig. 9. Example of Surgery effects

Databases

It is also a major factor in deciding FR accuracy. Databases used by researchers
have different image quantities containing different combinations of the above
factors, which leads to different accuracy results as their parameters are adjusted
to them. Researchers only compare their results with those researches done on
the same database, hence different results, since not all researchers take care of
all the above factors, as it’s not possible with current means. Some of the datasets
used by researchers are CASIA WebFace, Colour FERET Database, LFWcrop
Database, SCface - Surveillance Cameras Face Database, The Yale Face
Database, and PIE Database, CMU.

A Brief Explanation of FR Methods

It is not possible to recreate an experiment since parameters as well as algorithm
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details are not made available. That is why researchers compare the database
used and the results they obtained with the previous results. A typical and well-
designed protocol can quickly benchmark various methods. The FR methods
used by researchers can be divided into three groups [26]:

e Appearance-based Methods
e Feature-based Matching Methods
e Hybrid Methods

Appearance-Based Methods

These methods are encompassing techniques where the complete face is
compared with the display face. The benefits of this methodology are:

1. They focus on only restricted regions or central focal points without
annihilating any of the data in pictures.

2. Information on faces and geometry isn’t required.

3. Recognition is straightforward as compared to other methodologies.

4. Quick and simple.

Yet, they are very inclined to facial varieties like illumination, posture, and
articulations. Likewise, acknowledgment accuracy is low.

Feature-Based Matching Methods

These methods compare the test face with the gallery face by utilizing
neighborhood highlights of the face like eyes, mouth, nose, etc. The area
highlights have been taken care of into the essential classifier to perceive the face.
In this method, recognition accuracy is better than previously discussed
approaches. In any case, these techniques have exceptionally high memory usage
and a lot of marked and clean datasets for preparing are required.

Hybrid Methods

It’s a mixture of both methods. Both methods are merged to improve the
recognition rate. However, hybrid methods are complicated and hard to
implement. Research reviews of the above methods are listed in Table I

Table 1
Recent progress made on FDR
Author | Publish | Dataset Algorithm Recognitio | Review
s ed in | used used n accuracy
year
Appearan | Mhadg | 2021 Custom YOLOvV3 95.83% (1) model detects the
ce-based | ut [31] Dataset masked and non-masked
methods face with a mean average
precision of 95%
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(2) considered occlusion
and pose variation

(3) different YOLO models
considered with the best
results obtained in
YOLOv3

Ejaz et
al. [28]

2019

ORL
combined
with a
custom
dataset

PCA, Viola-

Jones

72-95%

(1) poor recognition rate
on the masked face as the
number of features
obtained is less.

(2) face without a mask
gives a better recognition
rate

Khan et
al. [19]

2018

NRC-IIT
facial
database
and real-
time video
stream

PCA

69-86%

(1) it does not work well in
an unconstrained
environment

(2) results are not good for
low-resolution videos and
pose variation

Abdulla
h et al.
(5]

2017

Real-time
video
stream

PCA

80%

(1) not wuseful for video
data sets

(2) good for front view
faces

(3) other factors are not
considered

(4) Performance evaluation
of the algorithm is not
done wusing an actual
dataset

(5) recognition accuracy is
80%

Gao
and
Jong
(11]

2015

FERET

Lucas
Kanade,
SIFT,
phase
alignment
error

two-

99.5%,
£15°

26.0%,
+60°

(1) this approach can deal
with up to *60° pose
variation

(2) beyond 40°, recognition
accuracy drops drastically
(3) time complexity is very
high compared to other
algorithms
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Author | Publis [ Dataset Algorithm Recognitio | Review
] hed in | used used n accuracy
year
Feature- | Gupta | 2021 ORL SIFT, SURF, | 95.5% (1) different combinations
based et al Decision of SIFT and SURF are
Methods | [32] FACE94 Tree, 87.3% used with 64 and 128
Random feature vector dimensions
M2VTS Forest 98.8% (2) test conducted on 5
datasets each containing
FERET 76.8% different combinations of
factors affecting FR
YALE2B 99.7% (3) both classifiers were
used to validate the
performance of the
proposed system.
4) system was
computationally efficient
Fredj et | 2020 LFW, YTF, | CNN based | 99.2% (1) considered occlusion,
al. [29] Training on GoogLeNet illumination, pose
with CASIA | inception-v1 96.63% variation, and noisy
WebFace images
(2) test performed on two
datasets
Luo et|2018 Training Unsupervised | 98.70- (1) Doesn’t work well if the
al. [4] with CASIA | transfer 98.93% alignment of images
WebFace learning, compared is different
maximum (2) only image datasets are
GBU, mean considered
FERET discrepancy (3) It’s Focus on variable
illumination, facial
expression, and age but
does not consider poses
variation and occlusion
Fu et|2017 CASIA Guided CNN, | 91.9- (1) A lot of training is
al. [1] WebFace loss function | 97.1% required as the system is
trained for every low
LFW resolution of each image
(2) only partial occlusion
and different resolution is
considered
Huang | 2015 COX face Point-to- 50.96- (1) Aging, occlusion, and
et al. set 53.26% plastic surgery are not
[20] correlation considered in the dataset
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learning (2) No effective results
(PSCL) were obtained
Authors | Publis | Dataset Algorithm Recognitio | Review
hed in | used used n accuracy
year
Hybrid Taskira | 2021 UvA-NEMO | VGGFace, 72.26 -1 (1) considered
Methods | n et al. VGGFace2, 100% illumination, pose
[33] ArcFace variation, noise, low-
FEEDTUM 71.76 — | resolution, expressions
100% (smile only)
(2) different hybrid
methods are considered,
having promising results
for each of the factors on
both datasets
(3) intensity of factors is
varied to obtain a
comprehensive result to
find to which extent the
said model can give
acceptable accuracy
Aung et | 2021 FDDB YOLOv2, 93% (1) considered pose
al. [30] VGG16 variation, illumination,
network and skin color.
model (2) train on the high-
resolution image.
(3) has high computational
complexity.
Banerje | 2018 PaSC Supervised 88.45- (1) Major failure beyond
e et al videos and | learning, 97.28% 40° pose variation
[10] Cw generic 3D (2) focused on pose and
images, model, and illumination only
CMU Viola-Jones (3) Supervised Learning
multi-PIE needs cleaned and labeled
dataset data
Fathim | 2015 AT&T, MIT- | Linear 88— (1) Not considered pose
a et al. India, and | discriminant | 94.02% variation
[21] Faces94 analysis and
datasets Gabor
wavelet
Lei et]2009 CMU-MIT Modest 95.20% (1) a very huge number of
al. [23] face AdaBoost, images are needed to train
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database improved the system to be capable
independent of recognition

component
analysis,
Hausdorff
distance

A Brief Explanation of FR Algorithms

There are many techniques used by researchers over the years for FDR. Some of
them are machine learning-based approaches, such as Principal Component
Analysis and Artificial Neural Network, while there are also feature-based
approaches like Gabor Wavelet. This section briefly describes some of these
techniques.

Principal Component Analysis (PCA)

PCA was a technique given by Turk and Pentland in 1991 [13]. From the given
dataset of pictures, PCA identifies the important parts, which are referred to as
eigenfaces by eliminating the redundancy. Then, all the eigenfaces obtained from
the database are combined to form an average face to contain the significant
features obtained, like eyes, nose, mouth, etc. This allows us to represent all
images as a linear combination of eigenfaces, which is achieved by adding the
mean face obtained to them. After which, images are projected on the eigenspace
and the Euclidean distance between the target face and the eigenspace image is
calculated. If the calculated distance is below a certain threshold, the target
image is classified as belonging to a certain class k. PCA performance is affected
by orientation, lightning, and the size of the image. It can be used in real-time
under constrained conditions, which allows it to achieve a maximum of 96%
accuracy. In this method, orientation, size, and lightning in the image degrade the
accuracy. This framework can be utilized as a real-time application in a confined
environment. The steps of the algorithm are explained below:

e The image from the database is taken and its eigenface is calculated.

e A set of weights is obtained, each associated with the image projected in the
eigenspace

e Then, the Euclidean distance is calculated between the target image and the
projected image to look for the face.

e If the distance is below a certain threshold of a class, it considers the face as
recognized, otherwise, it is declared unknown.

Artificial Neural Network (ANN)

ANN is one of the most go-to methods in this field. [14] entails an approach for
ANN in which the images are first processed with PCA, then are fed to ANN. It
gives good accuracy. Similarly in another approach [15], to deal with noisy
images, ANN is trained in three stages, first with the ideal images, then with noisy
images in the second stage, and at last again with ideal images, which allows it to
achieve high precision in ideal images and average in noisy images. In [16], CNN-
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based FR algorithms were implemented in Google’s open-source TensorFlow
software. Although ANN gives high accuracy, it gets very complex in the training
stage and can take too much time. It is also difficult to decide the number of
neurons in the secret layer as there is no way to arrive at a particular number.

Gabor wavelet

It is a method that stimulates human eyes due to having similar characteristics
and orientation representation. Its representation of the image is obtained
through the convolutions of the target image and Gabor filters. After image-
processing, n weight points are obtained corresponding to wavelets placed along
the region of importance in a portable grey map. These weights along with their
set of frequencies are the required features that are used for the training and
testing of neural networks. It is a feed-forward neural network that uses
backpropagation. This method remains unaffected due to glasses, facial hair,
pose, and illumination.

Linear Discriminant Analysis (LDA)

LDA is an algorithm that starts by reducing the dimensionality of pictures. It
divides the pictures into various classes where each picture is represented as
pixel vectors. By doing this, it finds a linear combination of images, which is later
used to reduce dimensionality. After which, Euclidean distance-based
classification is used.

3D model-based FR

In this method, the system takes images and measures the facial curves on a
micrometer level. Then, a face template is created where each feature has a
unique number. The same was done with database images before, allowing the
system to directly compare their codes. Database images don’t need to be in 3D
as 2.5D scans can also be compared with 3D scans. The z-value is at max one for
each (x, y) pair, making comparison possible. Constraints like illumination,
lightening, and pose can be ignored while recognizing faces in this method

Conclusion

We have made a great deal of progress in the last two decades in the FDR region,
but the problems faced have also increased, due to which the accuracy and
results obtained so far are not acceptable. The primary factors which affect the
results are pose variation, brightening, lightening, and environmental elements
which cannot be controlled. Many face datasets have a variable composition that
can be used in evaluating FR algorithms. Because of the distinction between
these data sets, face datasets selection is a significant thought for research
groups working at FR. They have to consider factors like dataset size, image
resolution, and quality of images. Other factors are which of the above-mentioned
factors are they considering and what factors that particular dataset covers. This
is also the reason due to which researchers cannot actually compare their work,
making it difficult to determine whose approach made more progress in FDR.
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The algorithms can be classified into three categories, depending upon their
approach to the image. These are appearance-based, feature-based, and the
combination of two known as hybrid methods. Each category has its pros and
cons depending upon the dataset used and the application of the area.
Appearance-based approaches give faulty results for pose variation and low-
resolution video, feature-based take too much memory and require clean and
labeled datasets, while the combination of two, which is a hybrid, is very difficult
to implement. The majority of the technique doesn't give satisfactory results for
non-front facing faces, i.e., faces with various posture dissemination.
Furthermore, the factors like plastic surgery, aging, and occlusion also influence
the performance of the FR system. After this review, we have learned that the
current results obtained are still not sufficient to build a dependable FR system
that can work in unconstrained environment without being affected by above
factors.
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