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Abstract---In the recent times, the image data in social networks 

such as Instagram, Whatsapp, Facebook, Snapchat, twitter etc has 

an exponential growth in terms of volume, variety due to the velocity 
of the data stream. On the other hand, the advancements in the 

image and video processing led to increase in the fake images 

relatively in huge volumes. Due to the involvement in spreading fake 
news and leading mob incitements fake images became major 

concern to handle that demands an efficient a fake image detector is 

of at most concern to entire social networking organizations. In this 

paper, a deep learning framework is proposed that differentiates 
fabricated parts of the image from the real image using supervised 

learning strategies. Also a modified neural network structure called 

the Fake Feature Network is proposed in this work which consists of 
advanced convolution networks. In order to make model effective, 

the proposed methodology has a two major steps in learning which 

combines a modified neural structure that uses classifier and 
pairwise learning for the fake image detection. The performance of 
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the model is enhanced the contrastive loss to learn the common fake 

features using pairwise learning, which is achieved by incorporating 
Siamese neural network.  

 

Keywords---Fake face image detection, Feature Network, Social 
Network Data, Deep learning, Pairwise learning. 

 

 

1. Introduction 
 

In this technological era, social media networks playing good role in human’s life 

in all aspects. Over the years we have seen social media take different forms than 
it was created for. One of the problematic forms of social media is spreading fake 

information and misinformation. People started using social media as a tool to 

spread fake information to exploit others or damage their reputation. One of the 
main ways of doing this was creating fake images or videos. The major 

contributors of creating fake images are Generative Adversarial Networks aka 

GANs.  
 

GANs are deep learning based generative models that have been widely used to 

create partial or whole realistic images or videos. These neural networks have 

been progressing every year creating more sophisticated networks like BigGAN, 
CycleGAN and PGGAN, which create highly realistic images. They also have the 

capability to create synthesized speech videos, which was used in the past to 

sabotage several politician’s credibility.  
 

Current forensic techniques require an expert to analyze the integrity of an image. 

Since the fake images created are highly sophisticated and almost impossible to 
detect a system is needed which is on par to the latest GANs models to detect 

them. A model using customized advanced neural networks to determine fake 

images has been implemented. A modified neural network structure called Fake 
Feature Network (FFN) has been proposed, which consists of Convolution Neural 

Networks, DenseNETs and Siamese Neural Networks. The model created will be 

trained using pairwise learning strategy to obtain an efficient model. 

 
2. Related Work 

 

There exists different kind of tools and techniques to handle digital image 
forensics in the literature [10,11]. In order to justify the image authenticity 

majority of the approaches focus on the format, Meta data of the image data. 

Though the advancements in this category of tools and techniques targeting fake 
images, detecting the fake images remains as a challenge due to the availability of 

the same advancements of the image processing techniques for the attacker. Few 

reputed social networking organizations such as facebook and Microsoft are 
sponsoring the fake detection challenge program in recent time to tackle this 

challenge [12].  

 
One of the traditional approaches for fake image detection is frequency domain 

analysis that focuses on the compression data of the image that reveals different 

values for manipulated images. The fake images of faces usually tend to contain 
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anomalies when compared to real ones in frequency domain and the experiments 

in the literature with deep fake image detector had exhibit good results on the 

image spectrum [13]. Due to the existence of smooth and sophisticated edges in 

the image the frequency domain based fake image detectors could not perform 
upto the mark. To address these limitations in this category, few techniques such 

as JPEG Ghost proposed in the literature [14], in which the JPEG quality of 

different regions on the same image identified and verified. If the JPEG quality of 
all regions is not same, then the image assumed to be fake as it was recreated by 

incorporating another image region. But if the forged image maintains the same 

JPEG quality on all regions of the image, JPEG Ghost like techniques will not 
perform well. 

 

On the other hand few researchers focused on the texture features of the image to 
differentiate fake from real images. However, designing a fake image detector 

based on the texture information seems critical as the sole global texture 

information could not differentiate fake images from real images [10]. As as 

advancement in this approach gram matrix is introduced to capture texture 
information combined with Resnet [15]. If the images manipulated are of format 

JPGE, which is a lossy format, one can easily recognize the regions manipulated 

using Error Level Analysis. JPGE images maintains stable areas throughout the 
image which have minimum error. Any modification done to a picture will result 

in altering of stable areas. ELA tries identifies the areas manipulated since they 

are no longer at their minimum error level. By analysing the patter of the images 
after ELA once can determine which parts of the image are possibly faked. One 

can integrate machine learning to detect the anomalies in the error level analysed 

images too. If the different regions of the image are manipulated then this 
approach suits better whereas error level analysis is not efficient for GAN images. 

 

Deep learning is also another latest approach in handling fake face detection 

techniques. Convolution Neural networks is the popular deep learning technique 
spread over various domain also can be used for face forgery methods such as 

FaceForensics[3], in which convolution and max pooling are the two major steps 

driving the supervised learning process. In this category of methods, self-attention 
generative adversarial networks are other technique which generates fake face 

data set which is refined [4].  

 
In [6] and [7] authors proposed LSGAN (Least Square Generative Adversarial 

Networks) which improves the training model performance for fake image 

detection by supplying additional features such as noise features which are 
generated by steganalysis, as input to the CNN model. However, if the images 

have smooth edges then due to the challenges in extracting the noise feature, this 

kind of approaches cannot perform well for fake image detection. Few approaches 

in the literature such as MMC image forensic tool uses JPEG quality and 
metadata features [9]. Fotoforensics is the other tool that uses SNGAN (Spectral 

Normalization for Generative Adversial networks for fake image detection [8]. But 

the challenge  lies with the images provide by GAN technique as well if the meta 
data itself is modified or hidden by the attacker, these kind of tools fail to identify 

fake images. 
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In [5], a self-consistency based learning method on social network data is 

proposed in which it justifies whether a single imaging pipeline could generate the 
content or not that reuires the EXIF meta data. However this approach is also 

sensitive to the attacks on meta data of the fake images. The model proposed by 

“Fake image detection using machine learning” [2] To detect GANs generated 
images uses shallow networks instead of deep neural networks. They also use an 

adversary model to delete the entire metadata. The main limitation of their model 

is that they manually created fake face images to create the model, which is quite 

time consuming. 
 

3. Proposed FFN based Model 

 
The data is first preprocessed where the images are reshaped to 64 x 64 pixels 

resolution. Pairs of images from these reshaped images are made which are 

necessary for pairwise learning in Siamese networks. The Siamese network is 
built using the Fake Feature Network as its sister networks. The Siamese network 

is trained using contrastive loss function. Finally testing and validation is done 

using various validation methods. The working has been represented as shown in 
Fig. 1. 

 

  
 

Figure 1 The architecture of the proposed model 
 

A. Processing data 

 

The images from the dataset were loaded to the model. Using an inbuilt function 
which images are loaded the from the directory. For this the directory was 

organized in such a way that it consisted of two folders which contain images of 

each class respectively i.e., a folder with all real images and a folder with all fake 
images. The images loaded were reshaped to 64x64 pixels and the number of 

images loaded once per call, i.e., batch size was 16.  
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B. Building Fake Feature Network 

 

The architecture of the sister network is shown in Fig 2. The sister network 

initially consists of a convolution layer with 7 x 7 kernel size and 48 channels 
with stride value being 4. The output of this layer is sent to dense blocks 

DenseNets with different number of blocks in each unit are used to construct the 

Fake Feature Network Model (FFN). A total of two dense units containing 2 and 3 
blocks, respectively are created. Each unit has 24 and 30 channels, respectively. 

 

 
 

Figure 2 Design of Fake Feature Network 

 

A translation layer is added in between every dense block, where the input tensor 
is halved. The dense block consists of batch normalization, ReLu activation and 

convolutions. Convolution with k * 4 filters and 1 x 1 kernel size are used, where 

k is the growth rate. Consecutively another batch normalization, ReLu and 

convolution is done. This time convolutions are done with k number of filters and 
3 x 3 kernel size. Two sister networks are trained using discriminative feature 

learning. Following these is a fully connected layer of 128 neurons i.e, the output 

of the first dense unit is concatenated with the final output of the last dense unit 
and is sent to the fully connected layer. 

 

C. Building Siamese neural network using FFN 
 

 
Figure 3 Siamese network architecture 

 

Fig. 3 depicts the architecture of Siamese network. Sister networks have same 
architecture and parameters. Both networks work and train simultaneously to 

enable pairwise learning. A pair of images is given to the model where each sister 

network takes one image from the pair as input. The sister networks then give 
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extract discriminative features as output, which is passed to a function that 

calculates Euclidean distance between the features. If the distance between two 
images is less than 0.5, they belong to the same class else they belong to different 

classes. 

 
D.  Discriminative Feature Learning 

 

To enhance the performance of the system, contrastive loss was introduced to 

learn the common fake features. Contrastive loss is extensively used in Siamese 
neural networks to calculates the distance between two images in vector space. 

The loss is low if the images are closer and high when images are farther apart. To 

achieve this, we incorporate contrastive loss in energy function of traditional loss 
function. The energy function defined as follows: 

 

Ew(x1,x2) = ||fFFN(x1) – fFFN(x2)||22 
 

Where (x1, x2) is the face image pair.  

After incorporating contrastive loss into the function, it will be defined as: 
 

L(W,(P,x1,x2)) = 0.5 x (yijE2w) + (1 - yij) x max(0,(m-Ew)22) 

 

Where y indicated pairwise label, that y=0 indicates an imposter pair and y=1 
indicates a genuine pair. m denoted the predefined threshold. When input is 

genuine, the cost function minimizes the energy by making (1 - yij) x max(0, (m - 

Ew))22) equate to zero. When the input pair is an imposter pair the contrastive 
loss will maximize energy by minimizing function max (0, (m - Ew)). In this way by 

iteratively training the network using contrastive loss, common fake features of 

collected GANs can be learned. 
 

4. Results and Validating FFN 

 
N-way one shot learning is used to validate the Siamese neural network. The 

algorithm works in such a way that same character is compared to n different 

characters out of which only one of them matches the original character. The 

model must give minimum distance to the one that matches the parameter when 
compared to the rest. If so, it is treated as a correct prediction. This procedure is 

repeated k times, and the percentage of correct predictions is calculated as 

follows. 
percent_correct = (100 x n_correct) / k 

 

where k represents the total number of trials and n_correct represents the 
number of correct predictions out of k trials. 

 

The proposed model has been tested using N-way one shot learning technique. 
Where n number of pairs will be sent to the model out of which only one pair of 

images belong to the same class. The model is tested k number of times to check 

how accurately it predicts that one pair. To test this model 2,4,16 and 32 pairs of 
images have been tested 100 times for both real and fake images. The results are 

shown in Table 1.  
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Table 1 N-way one shot results 

 

Class Number of pairs Repetitions Accuracy 

Real 2 100 100 

Real 8 100 100 

Real 4 100 100 

Real 16 100 100 

Real 32 100 99 

Fake 2 100 100 

Fake 4 100 100 

Fake 8 100 100 

Fake 16 100 98 

Fake 32 100 98 

 

 
Figure 4 Accuracy curve 

 

The model has also been tested by changing the batch size of input given to the 
model. Time taken in training has also been added as a constraint to test the 

performance of the model. The results are shown in Table 2. 

 
Table 2 Test results of proposed model 

 

Batch size Time taken per epoch Loss 

8 6 hrs 0.0017 

16 3.5 hrs 0.0017 

32 2 hrs 0.0018 

64 1.5 hrs 0.0020 

 

To get the model with low training time per epoch and loss, models with 8,16,32 

and 64 batch sizes were test and are show in Table 2. Based on our testing 
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process, it was found that modified neural model with 8 batch sizes performed 

better when compared to the rest.  

 
Figure 5 Batch size vs loss curve 

 

On evaluating the model built over the validation data, the accuracy and loss 
obtained were 99.5% and 0.0017, respectively. 

 

 
Figure 6 Output when training 

 
Random Model 

 

Random model is a common technique which is used while testing neural 
network incorporated with Siamese neural networks. Random model working is 

similar to that of N-way one shot learning. It classifies the image given as input by 

comparing it to 16 random images. The set of images it uses to compare the test 
image is called Support Set. The model then generates n random numbers 

between 0 and 1. n random numbers denote the similarity score between the test 

image and one of the images in the support set. While testing, if the model gives a 
maximum similarity score to the one it is like, then it is considered as correct 

prediction. 

 

The model created was also tested with a Random model. A random model was 
created and tested using 2,00,000 images using different n values. 2, 4 8,16 and 

32 n values were used to test the model, where each n value prediction was 

repeated 100 times. 
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Table 3 Test results for random model 

 

N Value Number of trials Accuracy 

2 100 44 

4 100 25 

8 100 16 

16 100 7 

32 100 5 

 

 
Figure 7 Random model vs FFN 

 

The model was also tested with a random model. Table 3 represents the results of 

the random model. The results were compared to the model proposed and the 
results are show by Fig 7. Random model`s performance deteriorated as the 

number of numbers it generated increased. Whereas the proposed model`s 

performance was almost linear when batch size increased. After comparing the 

results of both model FFN model proved to be more efficient.  
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Executable model 

 

 
 

Figure 8 Flow chart of execution 
 

Upload Image 

 
Once the user executes the application, a Graphical User Interface pops up on the 

screen. The GUI prompts the user to upload an image which he wants to classify. 

The dialogs and buttons on the GUI were constructed using Tkinter library in 
python.  

 

 
Figure 9 Screenshot of user Interface 
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Upon clicking the upload image button, the user is directed to another window 

which allows him to choose his picture. The selected image`s path is returned and 

passed to the modified neural network.  

 

 
Figure 10 Screenshot of uploading image 

 

Resize Image 

 

Dimension of the image uploaded by the user are first checked before sending it 
to the modified neural network. The input image is passes as it is if its is 64 x 64, 

else the image is resized using cv2.resize function which is a part of python 

OpenCV library. The resized image is then passed to the neural network. 
 

Modified Neural Network 

 
The images given by the user are sent to the FFN. Along with the input image a 

set of n fake and real images are randomly picked and sent to the FFN. FFN 

extracts discriminative features from the input image and the set of n images 
given to is. The extracted features are stored in a feature vector. Feature vector is 

then sent to the lambda layer. 

 

Euclidean distance 
 

The lambda layer calculates Euclidean distance between the input image and the 

set of n images it randomly chose, using the feature vectors given by the user. The 
Euclidean distance represents the distance between two images in a vector space. 

If the two images belong to the same class their Euclidean distance is less than 

0.5 and more than 0.5 when they belong to different classes. 
 

Classification Function 

 
The classification used works with a simple logic and uses simple python 

language. When the Euclidean distance is passed to the function it tries to check 

how close it is to the random picture it is being compared to. If the distance 
between them is less than 0.5 the random image label is checked, and the input 

image is classified in the same class as the random image. If the distance between 
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them is higher than 0.5 the input image is classified in a different class than that 

of the random image`s. 
 

Display Prediction 

 
Once the image is classified the class name is shown on the GUI through 

create_text function present in Tkinter library of python. 

 

 
Figure 11 Screenshot of prediction 

 

5. Conclusion 

 

A novel modified neural network for fake face detection is proposed in this paper.  
Since the model has only been trained using single face images it gave 

satisfactory results with images with multiple imaged were given as input. The 

ability of this system can be extended to detect fake videos and images with more 
than one face. One can detect fake news or videos and assures the credibility of 

the data. Incorporating face detection will help in case of images with multiple 

faces. The model can used face detection to identify the faces in the image and 
classify them individually. 
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